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1 CONTEG Pro Server overview

Conteg Pro Server is a centralized monitoring application designed to integrate environmental and
security monitoring, access control, and surveillance. CONTEG Pro Server has been developed
specifically to integrate with RAMOS's line of environmental and security monitoring hardware.

For the first time multiple units from our RAMOS Ultra and RAMOS Optima product lines can be
monitored from a single interface as well as integrating multiple digital or IP based cameras, as well
as our door control unit.

The increased storage capacity as a result of streaming the video to the server allows for much higher
volume of video and sensor data to be stored, limited only by the size of your storage media. Using
the “playback” window it is now possible to sync the sensor, access control and video data all
together and be able to instantly retrieve this information at any specific time you wish to recall. For
example, if your RAMOS Ultra alerts you via SMS of an unauthorized access through a secure
doorway you can instantly access the video for this moment from the playback window and be able
to see exactly who entered at that time.

The setup and installation is quite straightforward and with the help of this user guide we aim to
make it as easy as possible for you to be setup and using the software quickly. With a fully
customizable layout to the interface it is well suited for multiple monitor environments. The software
also saves any interface and layout alterations made so each time you run the software it is exactly
how you left it.

2 How to use this manual

This manual will take you step by step through the setup and use of the software. Instead of giving
lots of information on every feature and function it aims to walk you through step by step in short
tutorials which cover the basic set up and common configurations of the software, and give an
introduction to its most useful features. If you need any further information or help with using this
program then please contact us on support@conteg.com and one of our technical support staff will
be only too pleased to help you with any information you require.

3 CONTEG Pro Server installation

When you begin the setup program follow the onscreen instructions. You can use the screenshots
below also for guidance.

WwWw.conteg.com
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Welcome to the CONTEG Pro Server
10.2.1 Setup

Setup will guide you through the installation of CONTEG Pro
Server 10.2.1.

Itis recommendad that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboat your
computer,

Click Next to continue,

License Agreement

Flease review the license terms before instaling CONTEG Pro Server 10,2, 1,
Press Page Down to see the rest of the agreement.
Fnd-User License Agreement ("EULA") i

Conteg End-User License Agreement ["EULA") is a legal agreement between you
(either an individual or a single entity) and Conteg. for the Conteg software
product(s) identified above which may include associated software
components, media, printed materials, and "online" or electronic
documentation ("SOFTWARE PRODUCT"). By installing, copying, or otherwise
using the SOFTWARE PRODUCT, you agree to be bound by the terms of this

EULA. This license agreement represents the entire agreement concerning the -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install CONTEG Pro Server 10.2.1.

[ < Back ][ I Agree l’ Cancel

)

Choose Components & -_}
Choose which features of CONTEG Pro Server 10.2.1 you want to install, i )
Select companents to install: CONTEG Pro Server and Client

[] CONTEG Pra Client Only
Space required: 3565.6MB
< Back ][ Next > ] [ Cancel

All rights reserved, CONTEG © 2014

After the installation has
initialized the installation
wizard will begin.

Click “Next” to continue or
"Cancel" to leave the
installer.

Next you will come to the

End-User License
Agreement window
("EULA")

To continue with the

installation you will need to
agree to the terms in the
scroll window.

Click “I Agree” to continue

Now we reach the
components window,
select which version you
wish to install and click
"Next" to continue

WwWw.conteg.com



Please enter a password for the administrator.

Administrator Password e
-
E{}:)

Admiristrator Password | Before the program installs
you will need to set you
Confirm Password administrator password

which will be used to log in
to the program in future.

After you have selected
your password click "next".

[ < Back ][ Mext > J [ Cancel ]
(7 CONTEG Pro Server 1C [
Database Settings =
Flease select database type yvou want to use, b o
@ Internal Database
This option allows you to
() External RDBMS .
- e select which database you
RDBMS Name want to use for CONTEG
Server Mame Pro Server.
An internal database is
Windows Authentication .
used for the server while
Username the external is used for the
Password Cllent'
[ < Back ][ MNext = ] ’ Cancel ]

Choose Install Location e
Choose the folder in which to install COMTEG Pro Server 10.2.1. [ T

Setup will install CONTEG Pro Server 10.2.1in the following folder. To install in a different
folder, dick Browse and select another folder. Click Install to start the installation.

The final window in the
installation wizard allows
you to select your desired
install location. Once
chosen click "Next" to
continue.

Destination Folder

C:\Program Files\CONTEGVCONTEG Pro Server

Space required: 365.6MB
Space available: 119.5GE

< Back ][ Install ] ’ Cancel

WWW.conteg.com
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.- \-) CONTEG Pre Server 10.2.1 Setup

Installation Complete

COMNTEG Pro Server 10.2. 1 has been installed on your
computer.

CONTER Pro Server has been copied into folder C:\Program
Files\CONTEGYCOMTEG Pro Server,

Click Finish to dose this wizard,

m
]
[l
-
(9]
W}
ful
m

Once the program has
finished installing click
"Finish"

4 CONTEG Pro Server licensing

Once you have installed the program you will need to license your software in order to make full use
of all its features. When you access the program for the first time you will be shown the following

window:

(Note: we will be using the recommended process of "Activate online" for this tutorial)

CONTEG Pro Server License Activation

Step: 1 of 2: Your CONTEG Pro Server must be activated. Please choose an activation process,

Activation Process
@ Activate Purchased License Online. (Recommended)

") Activate my complimentary 30 day Trial.

") Enter a License Key.

_) Purchase a License Key.

Cancel

All rights reserved, CONTEG © 2014

From the list provided
select "Activate Online"
Click ‘Next’ to continue.
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CONTEG Pro Server License Activation
Step: 2 of 2: Activate license from server license,

Updating....

< Back Finish
CONTEG Pro Server License Activation
Step: 3 of 3: Activate license from server license,

Activation Successful

CONTEG Pro Server has been successfully activated.

The server will restart. This process may take a few minutes to complete.

For license information and technical support, please contact us at

Email: support@conteg.com
Phone: +420 261 219 182

Help: httpy//www.conteg.com

< Back Cancel

5 Running the software for the first time

The program will now
update itself from the
CONTEG database.

Once the program s
connected and it has
verified your information
you should see this
window.

You have now successfully
installed CONTEG  Pro
Server!

After the installation is complete you are ready to run CONTEG Pro for the first time. Find the
shortcut on your desktop for CONTEG Pro and double click to run the program.

Local machine

User name |admin

A
SCINW=E Pro Server
Management software

Password

Save password

Version: 10.2.1

All rights reserved, CONTEG © 2014

Enable secure connection

The first window that will
be displayed is the login
window, in this example
we will assume you are
logging onto the main
server or "local machine".
Enter your user name and
password and click "OK"
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After you login to CONTEG Pro you will be taken directly to the main interface of the application, it
may look a little daunting at first so let's take a look at the four main areas shown on the main user
interface in a little more detail.

4 CONTEG Pro: adminGAFRODITE - Werkepace ™ | | o
Server Add View Settings Tools Help
Sensors | Cameras | Maps a Desktop #1 X
Q, Search Sensors =
Monitoring
-1

Access Control
Time Attendance

Motifications
Video Recording

@) Add Q. Sean Network

stieda, 17 Eervenec 2013 - 16:22

[Server | Add View Settings Tools Help

BB 340 Days Until License Renewal 'l Version:10.2.1

Mew Workspace Lmeras | Maps o l Workspace Window

Open Workspace CONTEG Pro Server allows you to
have multiple workspaces which
can display different information in
any way you choose. All created
workspaces are listed in this
Log Off window, the first workspace is
Quit called "Workspace" by default.

_— We will look at adding new
workspaces later in the manual.

Rename Workspace ... =
Save Workspace as...

Send Workspace

Access Control

10
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4. CONTEG Pro : admin@AFRODIE - Workspac NN

Server Add  View Settings Tools Help

Sensors Cameras Maps n .
Server Explorer Window

Q) Search Sensors This window is broken down into

Q four tabs which will list all devices
which have been added to CONTEG
Monitoring Pro Server as well as any maps

which can be created within the
program. More on maps later.

o

Access Control

[ conTEG Pro: ad
Server Add \View Settings Tools | Help

Sensors can ¥ ViewHelp Ctrl+H D
Start Tour
Q Search Sensors Help Language »
Q Send Configurations to Support
e Licensing > Help Window
onitoring About . . .
o ~ The help window will display
_ITI various information about CONTEG
! - Pro Server when you either click or
Access Control Help @ L
] rollover any feature within the
Send Configurations to Support . '
0 program. If at any point you're not
Ermail us your configurations when a problem sure what Something dOES, look
T e e occurs. Please fill out information as much
as you can. here!
= Help window can be shown/hide
- with “Ctrl + H”.
MNotifications
Video Recording
TT
Desktop Window
This is the area in which you will
view all your sensor, camera, and
access control data. Multiple
desktops can be created in order to
streamline your workflow and
easily access all your information
at any time.
11
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6 Adding Devices and creating Desktops

Now we are familiar with the basic functions of these windows. It’s time to add a device to CONTEG
Pro and access its data. In the following example we are going to add a RAMOS Ultra with a

temperature sensor and one digital camera attached to the base unit.

(Note: to configure intelligent sensors and cameras on a RAMOS Ultra please refer to the user manual for that

unit)

Server [Add] View Settings Tools Help

RAMOS Device eras | Maps From the main menu bar at the top
Trmrae of the application select "Add"
then from the dropdown list select
"RAMOS Device"

Metwork Device

[ Virtual Sensor
Map

—

Mo

Add a New RAMOS Device S

Hostname or [P
Username administrator

SNMP Write Community

Advanced Options

You will

’ — ] [ = l Then click "Add"

now be shown this
window. Enter the hostname or IP
of the base unit along with the
username
community. this maybe "public".

SNMP  write

ja8 CONTE! CONTEG Pro =
Server Add View Settings Tools Help Server Add View Settings Tools Help
Sensors Cameras Maps n Sensors Maps n

Q Search Sensors DC_all

@ RAMOS Ultra (TEST) (192.168.161.100) i:__i

Monitoring Monitoring

nd| od

You can now see in the above pictures that once you have added a device to CONTEG Pro that it
shows in all three serverExplorer windows with no need to add it further times for each tab.

The next stage is to setup a desktop. You may have multiple desktops labeled whatever you wish so
that you can arrange your sensor and video information in a customized format. In the following
steps we will assume that you have one RAMOS Ultra added and we want to setup a desktop that
will display some basic data and information on that RAMOS Ultra. We will cover in more detail

desktops and how they can be used in a later chapter.

12
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Server Add View Settings Tools Help
Sensors Cameras Maps n LY | Desktop #1 X

There is by default one desktop

Q Search Sensors

Cl 5 RAMOS Ultra (TEST) (192168 161.100) added after you have done the

Monitaring initial installation and scanning for
. probes. This is labeled “Desktop
nd| #1”.

Access Control

First we will rename the desktop to something more useful than “Desktop #1”. To do this right click
on the desktop and click “Rename”. In this example we shall name the desktop RAMOS Ultra. The
result can be seen in the screenshots below.

Server Add View Settings Tools Help

Sensors Cameras Maps n Ll | Deskd
Rename
Q, search Sensors =] Close
Q RAMOS Ultra (TEST) (192.168.161.100) Close All But This Lkd | RAMOS Ultra X
Monitoring Detach Desktop
Attach Desktop 3
M

?I Snap Frames

Show Video Timestamp
Access Control

Scroll Tabs 3

(1)

Next we will add some basic data to the desktop. First some sensor data will be added.

Sensors Cameras Maps n

If you click the “+” sign next to the
RAMOS Ultra you will get a list of the
available sensors. In this case as you
= RAMOS Ultra (TEST) (192.168.1 ... can see there is a temperature sensor
on port 1. We will add some
Temperature data to the desktop. To
= &= Main Module do this simply click the left mouse
button on the highlighted sensor, hold
Temperature Port 1 and drag that sensor onto your
&= FDU11 desktop. The result can be seen in the
next screenshot.

Q Search Sensors

Host Status

ol

13
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§ CONTEG Pro : ad

Server Add  View Settings Tools Help

Sensors

Cameras

Maps

M RAMOS Ultra X

| | Q Search Sensors

-

Monitoring

-l

Access Control

o

Time Attendance

="

Host Status
=1 & Main Module

= RAMOS Ultra (TEST) (192.168.1 ...

Temperature Port 1
& RDU11

Sensor Status Summary #1

Sensor name
Temperature Port 1 1!

Host IP =
92,168.161.100

Reading 7
35°C

Filter Options B X
Status
Narmal

On the desktop you will now have an additional window named “Sensors Status Summary #1”. The
Temperature Port 1 sensor is displayed together with the value and the status. If you wish to view

additional sensors then follow the same process, in the following picture we have added an airflow
sensor. Simply drag the airflow sensor onto the desktop, than you will now see something like this:

§ CONTEG Pro : admi

Server Add  View Settings Tools Help

Sensors Cameras

Maps

| | Q Search Sensors

-

Monitoring

o

Access Control

o

Time Attendance

-y

Motifications

Video Recording

= RAMOS Ultra (TEST) (192.168.1 ...
Haost Status
El & Main Module
Airflow Port 2
Temperature Port 1
& RDU11

W RAMOS Ultra X

Sensor Status Summary #1
Sensor name
Temperature Port 1

Host IP =
192.168,161.100

Reading 7 |
235°C

Filter Options B X
Status "
Mormal

Sensor Status Summary #2

Sensor name a
Airflow Port 2

Host IP 7
1592168161100

Filter Options O X
Reading "« Status "
00 % MNormal

The screen would quickly get cluttered this way, so you can instead combine several sensors in one
sensor status window. Close the airflow sensor window, and this time instead of dragging the sensor
onto the desktop, drag it and drop it inside the “Sensors Status Summary #1” window. You will now

see the following:

14
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[% conTEG Pro : admi

Server  Add  View Settings Tools Help

Sensors Cameras Maps n W RAMOS Ultra X
| Q Search Sensors i= Sensor Status Summary #1 Filter Options B X
Sensor name " Host IP " Reading = Status "
Q 1 RAMOS Ultra (TEST) (192.168.1 .. Temperature Port 1 192168161100 235 °C
- Host Status bitiow Port 2 192168161100 0,0 %
&% Main Module /

A‘_I rflow Port 2
]

Temperature Port 1
Access Control ¥ &= RDU 1.1

o

Time Attendance

Next we will add a Graph of the sensor data to the desktop also. This is done in a similar fashion to
adding a sensor to the Desktop.

Ensure that the "Sensors" tab is active and then locate the Graph icon which is found to the right of
the sensors name. Now drag and drop this icon onto the Desktop.

The graph displays several pieces of information and will be described in more detail later.

[ CONTEG Pro: ad

Server Add View Settings Tools Help

Sensors Cameras Maps n Bl RAMOS Ultra
Q) search Sensors = (" . A
| Temperature Port 1 (Host 192.168.161.100) Options X
Q [=] RAMOS Ultra (TEST) (192.168.1 ... 20
Moenitoring Host Status 28

[l & Main Module

Celcius

';I Airflow Port 2 / 24 rl_'-
] Temperature Port 1 i I 1 22
Access Control &= RDU11 20+ =

1z:00 12:20 12:40

O Mormal @ High Warning B High Critical
0 O Lows 'Warning B Low Critical B Sensor Error

Current: 23.5°C  Minimum: 23.5°%C  Maximum: 25.1 °C

Time Attendance

You should now have a good idea of the basic operation of the software and interface. There are of
course a lot more features than this. The following chapters will build from this to give more in-depth
knowledge of the software and its functions.

6.1 Adding multiple desktops

Now we have one desktop with some sensor data displayed. You could imagine with several sensors
the desktop could soon get quite cluttered. You may therefore want to add multiple desktops, for
example, a desktop for displaying the graphs, and another for displaying sensor data.

To add a second desktop click on button “+”. You will now see a second Tab appear labeled “Desktop
#1",

M RAMOS Ultra > | Deskiop #1

Temperature Port 1 (Host 192.168.161.100) Options X
30

28

4 26

15
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Now we can display graphs on one desktop and other probe data on the first. Rename the new
desktop “Graphs” and then add two or three graphs to that desktop.

CONTEG Pro : a

Server Add View Settings Tools Help

Sensors Cameras Maps n B RAMOS Ultra | Graphs X
| Q Search Sensors = Temperature Port 1 (Host 192.168.161.100) Opticns X
g = RAMOS Ultra (TEST) (192.168.1 ... =1
Monitoring Host Status = —
£l Main Module 3 @
43 =
'ﬁ\_l Airflow Port 2
21
1 Temperature Port 1
20 -
Access Control & RDU11 16:00 16:20 16:40
O Mormal O High Warning B High Critical
O Lowe Warning B Low Critical @ Sensor Error
o Currenk: 24,02 Minimum: 23.5%C  Maximum: 24.0 2C

Time Attendance

| Airflow Port 2 (Host 192.168.161,100) Options X |

Another useful window to display is the system log for the Probe you are monitoring. We will add
this to the “RAMOS Ultra” desktop together with the sensor data. To add a system log drag and drop
the name of the probe you are monitoring as follows:

View Settings Tools Help

Sensors Cameras Maps n M RAMOS Ultra x| Graphs
r \
| Q Search Sensors = Event log on Host: RAMOS Ultra (TEST) (192.168.161.100) Filter Options B X
[ RAMOS Ultra (TEST) (192.168.1 ] Q seorch
= - =
= Ll Date / Time v Message va | Hosta | Loglevelw | =
9 Host Status \ 19.9.201311:46:07  Host Connection Protocols Functioning Mormally.  RAMOS Ultra (TE... Information f
= &9 Main Module .N 19.9.2013 11:46:03 RAMOS ULTRA(192.168.161.100) is now online RAMOS Ultra (TE... Information
Airflow Port 2
Temperature Port1
=l & RoU1L
¥
4
\, J
ince
Sensor Status Summary #1 Filter Options B X
Sensor name " Host IP " Reading " | Status " |
Temperature Port 1 192168161100  240°C [Normal |
Airflow Port 2 192168.161.100 0,0 % [Normal |

You may want to re-name the title’s given to the windows such as the syslog or sensor status. You
can edit these by click on “Option” of this window and then on “rename”.

B RAMOS Ultra X | Graphs

Event log on Host: RAMOS Ultra (TEST) (192.168.161.100) Filter Options B X
Qsewcr
Date / Time v Message T Host = | Log L Save As CSV Document

19.9.201311:46:07  Host Connection Protocols Functioning Mormally,  RAMOS Ultra (TE... Informatmorr
19.9.2013 11:46:03 RAMOS ULTRA(192.168.161.100) is now online RAMOS Ultra (TE... Information

-

bl
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Sensor on RAMOS Ultra Filter Options B X

Sensor name " Host IP 7 Reading " Status "
Host Status 192.168.161.100 Reachable
Temperature Port 1 192168.161.100 240°C Mormal
Airflow Port 2 192168161100 0,0% Normal You can now rename the window to

something more meaningful to you, for
example “Sensors on RAMOS Ultra”.

You can also rename any other window you wish. You can change the Graphs also by following the
same process.

6.2 Using the Event Log

og o f ntio B
Q Search
Date / Time v Message " Host ™ | Log Lewvel 7 :
1992013 11:46:07  Host Connection Protocols Functioning Mor... RAMOS Ultra (TE... Information
1992013 11:46:03 RAMOS ULTRA192.168.161.100) is now online RAMOS Ultra (TE... Information 1
¥
=

The Event Log will display lots of information regarding the probe such as every sensors change in
status, if there are any errors, when the system boots up or reboots etc. This list can get very long so
for simplicity and easy location of information you can filter the Event Log.

Filter Options O X

| Host " \1" Date.."Time . ne: n .
o S| L Clk el o gy e submens 1o
nline RAMOS Ultra (TE...
v Host (check or uncheck what you wish to see).
v LogLevel To filter the syslog click the “Advanced
_ Filter” button. You will then be presented
Advanced Filter with a new window that gives several tabs

and options in order to filter the syslog.

b

17
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Advanced Filter

B

Log Level | Time

Critical
Error

[¥] Warning

I Motices
Information
Debug

Select All
Unselect All

OK

Cancel

)

Advanced Filter

Log Level | Time

Select number of days

@ Number of days
View previous |30 days ~

Select Time Interval

() Time interval

Under the filter tab you can control what
information you wish to see in the Event Log. You
can choose to view or exclude the notification log, or
the logged sensor events.

And so on with the other options, you can choose
whether to view or exclude that information.

The second tab on the advanced filter dialog box
allows you to choose the time period of the Event
Log you wish to view. There is a choice from 1 week

Start 20. 8.2013 Time 17:11:15

End Date 19, 9.2013 Tirne 17:44:04

ok

Cancel

6.3 Configure sensors

up to 3 months.
You can also choose a specific time interval in which
to filter your Event Log.

The CONTEG Pro Server explorer window is by default on the left side of the page. There are 3 tabs
labeled “Sensor”, “Camera” and “Map”. We will deal with each of these tabs separately later.

View Settings Tools Help

Sensors Cameras Maps

Q Search Sensors

(= RamOs Uttra (TEST) (192.168.1 ..

I Host Status
=l &= Main Module
Airflow Port 2

Ternperature Port 1
ol
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The sensor tab allows you to view, add and
configure the various sensors you have
connected to the probe you are monitoring. In
this example we only have one RAMOS Ultra
connected which we named "RAMOS Ultra
(TEST)". If you had other probes then they
would also be listed with a “+ / -“ sign to
expand or deflate the list of sensors connected
to that probe. In this example you can see 2
sensors listed on the RAMOS Ultra.

WwWw.conteg.com



The first sensor in the list will be the “host status”. This is added by the CONTEG Pro program by
default for every probe you have added. This is a “virtual sensor”. It is not an actual hardware sensor
attached to the RAMOS Ultra. The host status is a ping type virtual sensor. There are several types of
virtual sensors available and will be explained in further details later. The ping virtual sensor is quite
simply a way for CONTEG Pro to monitor the status of the probe. The software will “ping” the host (in
this case the RAMOS Ultra on IP address 192.168.161.100). If the ping times out then you will be
alerted that the probe is offline or has no network connectivity.

View Settings Tools Help
Sensors Cameras Maps n

Q Search 5Sensors

= RAMOS Ultra (TEST) (192.168.1 ... If you wish to alter the configuration of the host status
sensor then highlight the sensor by left clicking on it,
and then right click and select the configure option.

Configure

Delete

Acknowledge
Temprerararerores

rol

After selecting “configure” you will be presented with a new window that gives the various
parameters for that virtual sensor that you can edit.

Ping Virtual Sensor [~

Ping Virtual Sensor Configuration

Step: 1 of 2: Configure the sensor name, description and method

Hostname or IP 192.168.161.100

In the configuration box you can rename

Sensor name Host Status

DT RSN oochable the virtual sensor. In this case | renamed it
Description of critical status  Unreachable “Ping RAMOS Ultra”.
Metho L) i For the descriptions | have left the default

“Reachable” and “Unreachable” .
| have also left the method option as
||Pingll

Ping Virtual Sensor [

Ping Virtual Sensor Configuration

Step: 2 of 2: Set the ping interval, timeout and number of retries

“Polling Interval” is how often you wish

Fing nerva 15 L Secondls) the virtual sensor to “poll” the data. In
Ping timeout 1 | Secandt) this case it will be the time interval
Retry 2 2 Times

between each ping command.

“Ping timeout” is the number of seconds
the ping command goes un-responded
before timing out.

“Retry” is the number of times you wish
to retry the ping if it times out.

Click "Finish" when done.

< Back ][ Finish ][ Cancel
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The next object you will see in the serverExplorer window is "Main Module" this is the main base unit
at the top of the chain. All sensors, door control units and expansion boards would be listed under

this option. The second sensor in the list is the “Airflow Port 2”.

Like the Temperature sensor below

it, these are the sensors attached to the securityProbe and were automatically detected upon adding
the RAMOS Ultra in the CONTEG Pro Server.

- v

Sensors Cameras Maps

Q Search Sensors

=1 RAMOS Ultra (TEST) (192.168.1 ...
Ping RAMOS Ultra
= &8 Main Module

Configure

Delete
Acknowledge

If you wish to change the sensor’s configuration,
highlight the sensor and then right click on it and click
on Configure. As you can see, unlike virtual sensors,
there is no option to delete sensors that are auto
detected by CONTEG Pro. Clicking ‘Configuration” will
open a window similar to the web interface of the
RAMOS Ultra, there you can change the sensor’s
settings. Settings options are same as on web interface.
How to configure a sensor is described on specific
sensor manual.

Configure window contain same tabs as on web interface. Example can be seen in the

screenshots below.

Device Configuration

- — e

Select a Device: [RAMOS Ultra (TEST) (192.168.161.100)

- Select an Expansion Board: Main Module ']

System

Board

Sensors

SensorPorts]/PowerMeter/VSound Detector ]

1

2

3

4

5

6

7

g

’ Auto Sen se

’ Auto Sen se

’ Auto Sen se

’ Auto Sen se

’ Auto Sen se

’ Auto Sen se

’ Auto Sen se

’ Auto Sen se

e B B N N

Temperature Airflow

Normal Settings |Advanced Settings | Continuous Time Settings | Minimum Time Settings|

Sensor Mame

Status

Sensar Currently

Description of Status When Normal

Description of Status When Critical

Sensitivity

MNormal State ()

Airflow Port 2

Mormal

Online

Mormal
High Critical
MNormal @ Absence

80 (0-100)

ok |

’ Cancel

Apply
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6.4 Receiving Notification

After you have configured the sensors according to your needs, we need to set some notifications.
We cannot and do not want to monitor the sensors 24/7 in front of the computer screen and watch
for sensors that may need attention. It will be more efficient when you can be notified by CONTEG
Pro when a sensor’s status reaches a certain level.

There are different types of notifications that CONTEG Pro Server is capable of. We will discuss each
one of them in a later chapter. For now, we will show you how to set a SMS notification when the
‘host status’ virtual sensor goes offline using a GSM/GPRS modem. We will be using the iTegno
gsm/gprs modem connected to the usb port of the machine where CONTEG Pro Server is installed.

After setting this notification, you should be able to receive a text message from CONTEG Pro Server
informing you that your RAMOS Ultra is offline. You are then able to take immediate action. With
notifications, you can then be able to monitor your sensors anytime and anywhere.

4. CONTEG Pro : 2cmin@AFRODIE S Worspc N

idue s _ulen _alas uols b We create notifications on the Notification

Sensors | Camera: | vap: K| [ page. To open the Notification page, on the

Q, sesrch Sensors i= main navigation bar click the Notifications

; = RAMOS Ultra (TEST) (192.168.1 ... option. A Notification tab will appear in the
Monitoring Ping RAMOS Ultra main window .

[= & Main Module
Airflow Port 2

Below, we can see the Notifications tab.
There are 4 tabs under it, named
“Notification Rules”, “Actions”, “Notification
Logs”, and “Notification Analyzer”.

nd |

Access Control

(1)

Time Attendance

Temperature Port 1

—
'

Motifications

First, we need to create a notification action and then create a notification rule to link the action to a
sensor and status conditions.

% CONTEG Pro : admin@AFRO!

Server Add  View Settings Tools Help

Notification Rules l Actions l Notification Logs Notification Analyzer

EB Create _" Edit ﬁﬁ Remaove '! Disable (=) Test Action
F s
I:.J Action Type Action Name
Monitoring
nd

Access Control

(1

Time Attendance
[ 1
me
Motifications

To create a notification Action, Click on the Actions tab under Notifications and click the ‘Create’
button. A Create Action dialog window will appear.
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#

Create Action
B Custom Script 0 Sound
E Dry Contact %' Speech
i E-Mail & Telephone Call
= Fax i) Unlock Door
[ FTP Phote and Information Upload @ Wake Up/Shutdewn
&5 MMS A Windows Alert
2 Relay

¥ siren & Strobe Light
54 Skype Call/SMS

[ sus)

Pz SNMP Trap

1. Please select the action type you want to create from the list.

2. Press "Mext” button or double click an icon to start the wizard.

Help <Back Mext = l l Cancel l
\
SMS Wizard [
SMS Phone Numbers 5 Mg
Step: 1 of 4: Name the action and enter the phone number of the recipients,
Action Name SMS
Phone Mumber +420 724 740 147 Add
Phone Mumber List P
Help ] [ < Back ] [ Mext > ] l Cancel I
SMS Wizard [
SMS Message & N 5
Step: 2 of 4: Define the content of the message.
From S[IP]
Message S[DESCRIPTION] is now S[VALUE], status is now -
S[STATUS]
[ Preview I [ Restore Default I [ Macro Description I
[ Help ] [ < Back ] [ Mext = ] l Cancel ]
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In the Create Action Dialog
window, you will see a list of
notification actions. Select the SMS
action and click ‘Next’ to run the
SMS Wizard dialog.

Enter an action name and enter at
least one phone number in the
Phone Number List.

To add a number, enter the
number in the ‘Phone Number’
field and click the ‘Add’ button. The
number will then be added in the
Phone Number List box.

You can remove phone numbers in
the list by selecting the number
and click the ‘Remove’ button.
Click ‘Next’ to continue.

You can preview here the SMS
message to be sent. In the “From”
field is a macro description named
S[IP], which is for IP address. In the
actual sms message, the value of
S[IP] will depend on the ip address
of the host sending the
notification. You can customize
your message, by click on the
‘Macro Description’ button.
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SMS Wizarg =) For this example, the RMS-U-GSM

SMSSt“:::“:fT:::’mmmphmdwmq 5‘“ s modem is attached to port COM1. We
select COM1 as the Mobile Phone Port. If

Mobile Phene Port: [ <] you are unsure what Port your modem is

pevice Name: connected. Browse your Device Manager

e spest under Modems. Right click on your device

etssten ! and click on Properties. You can see the

Port and maximum port speed.

We will the leave the default Port Speed

‘Auto’.

“Timeout” is the time lapsed in seconds

that the system has no response from the

modem device.

Click ‘Next’ to continue..

Timeout : 120 = Seconds.

Hep | [ <Back | [ Nea> | [ cancel

"
SMS Wizard [

Ce ae " “Number of Times to Retry” is the
ry Action s
Step: 4 of 4: Set the number of retries and interval. & number Of timeS the SMS message Wi” be
sent.
- “Retry Intervals” is the time interval in
Retry Intervals 10 = Seconds

seconds between the resent SMS
messages.
In this example, we only want to receive
one SMS message so we will set the
“Number of Times to Retry” to 0.
You can click the ‘Back’ button to change
any previous configuration.
Click the ‘Finish’ button to create the SMS
Notification Action.

Number of Times to Retry 0

Hep | [ <Back | [ Finsh | [ Cancel

Your SMS action named ‘SMS’ is created and displayed in the Action list. You can test your newly
created notification action by selecting the action and clicking ‘Test Action’ to make sure it does what
you need it to do. You can click the ‘Edit’ button if you need to reconfigure the action.

The next step is to create a notification rule and link this action to a sensor and specify the status
requirements that will trigger this action. Click on the tab ‘Notification Rules’.

Server Add View Settings Tools Help

Notification Rules Actions Notification Logs Notification Analyzer

@ Create _I’ Edit ﬁ Remove ' Disable () Test Action

Q Action Type Action Name

o

Access Control

™~

Time Attendance

=

Notifications

23
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To create a notification rule, click the ‘Create’ button and follow the Notification Rule Wizard.
[ CONTEG Pro : admin@AF
Server Add View Settings Tools Help

i

Notification Rules Actions Notification Logs Notification Analyzer
& Edit T Remove ® Disable (® Escalation
Q Sensor Name Action Status | ‘Action Name ‘ |Time Before Escalation | ‘ Escalated Action

Monitoring

m

Select a sensor, the status requirements and the notification actions. If the desired action does not
exist yet, you can create an action from here by clicking the ‘Create Action’ button. In the example
below, we set up a notification rule where an SMS notification to the administrator will be sent out
when the ‘Temperature Port 1’ sensor attains either a High Warning, High Critical status.

Notification Rule Wizard [

Notification Rule Setup
Step: 1 of 4: Choose sensor, status, and action that will trigger the notification.

Sensor Status Action
&l RAMOS Ultra (TEST) (192.168.161.100) High Critical B
Ping RAMOS Ultra High Warning
= & Main Module Mormal
Airflow Port 2 e Warmime
T ture Port 1 -
STRErELE SO Low Critical

Sensor Error

’ Create Action ]

You can select in each column more status holding “Ctrl” button and select by click.

You can set up the notification rule wherein it will only execute when a certain status will persist in
the specified continuous time (in seconds). This feature allows us to filter the real threats from false
alarms because of possible fluctuations that can occur in the sensor values but poses no real threat.
Click ‘Next’ to schedule when the notification will only be active.

24
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e N
Notification Rule Wizard =)

Notification Duration

Step: 2 of 4: Enter the time duration for each sensor status, This duration will delay the start of the notification.

High Critical 0 = Seconds

High Warning 0 2 Seconds

<Back | [ Nea> | [ Cancel

Notification Rule Wizard =

Notification Scheduler
Step: 3 of 4 The scheduler provides the facility to have the netification active for selected periods of the week.

Notification Scheduler @ Enazble () Disable

Select the time that the notification will be active.

A AM PM
12(1|2(3(4|5|6|7(8(9|10|11(12|1 (2|3 |4(5|6(7 8|9 |10/11
Sunday ..

Monday
Tuesday
Wednesday|
Thursday

Saturday
Invert selection / Set to working hours
Legend
. Motification active To select a whole row/column, click at a row/column label.
[ Motification inactive To select a minute, right click at a cell.

<Back | [ Nea» | [ Cancal

You have the option to enable the calendar option, else the notification will always be active. After
setting the calendar, You have the option to include an escalation that will trigger after a given time
after the initial notification. If you wish, you may add it later from the Notification Rules list page.
Click ‘Finish’ to create the notification rule.

Notification Rule Wizard =

Notification Escalation
Step: 4 of 4: Escalations can be added later.

Please check the box below if you want to associate an
escalation to this action.

[ Add an escalation to this action.

<Back | [ Finish | [ Cancel
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You now have created the notification rule. You may have the option to Edit, Remove and add an
Escalation to the rule. Select a Notification rule and click the appropriate button on the right.

6.5 Adding maps

Included in CONTEG Pro is a Map feature similar to that of the RAMOS Ultra web interface. You can
be able to visually monitor sensors placed on a map where you can view their details. You can easily
spot in a glance which sensor needs attention and at the same time tells you where it’s located. Let

us add a map and place some sensors on it.

Server Add View Settings Tools Help

Sensors Cameras Maps n

To add a map, click on the ‘Map’ tab and right click

anywhere inside the Map window and select ‘Add

Q Map’.

Monitoring
Add Map
-l
|
Access Control
Add Map Wizard =

Map Picture Selection
Step: 1 of 2: Browse your directory to add a map picture. \ﬂj/

Select a map picture to upload.
JPEG, PNG, GIF or BMP format (Maximum 1 MB).

i e
Add Map Wizard =
Map Name
Step: 2 of 2: Give an unique name that will help you easily identify the map. \‘QJ

Enter Map Name.

<Back | [ Finish | [ Concel
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A Map Adding Wizard will then guide you
through in adding an image as your map.
Click the ‘Browse’ button to browse for a
map image and a preview of the map will
appear.

Only JPEG, GIF and BMP formats with a
maximum size of 1MB are supported for
upload.

Click ‘Next’ to continue.

Enter a meaningful map name that will
appear under the CONTEG Pro Map tab.

Click the ‘Finish’ button to close the wizard
and add the map.
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Server— el View — Settings— Took—Help

Sensors || Comerss | Maps | KN [EBBJ | RAMOS Ultra x| Graphs In the next screenshot,
e ou can see under the
g ¢ ¢ ® @ a y ,
b Map tab the added ‘Data
Centre’ map. This map
-l also is displayed in the
Access Control
desktop.
(1.} You can also drag other
i maps onto a map as sub
[ maps.
Notifications
Video Recording

6.6 Adding Sensors to the map

Now we have added our map we will add some sensor data to that map. To begin make sure you
have your map desktop tab selected and the sensors tab selected in the severExplorer window as
shown below.

Server Add View Settings Tools Help

Sensors Cameras Maps n

| Q Search Sensors |

g < EI RAMOS Ultra (TEST) (192.168.1 ..
Monitoring Ping RAMOS Ultra
= & Main Module

r-I Airflow Port 2
? Temperature Port 1 lg
Access Control

0

Time Attendance

-

Notifications

To add sensors to the map the process is exactly the same as adding sensors to any desktop. Simply
drag and drop your chosen sensor to a specific place within your map. In the example below you can
see we have added a temperature sensor to the map, when rolling your mouse over the sensor icon
you will see critical information displayed.

Data Centre

Now that we can see our sensor data within
the map window we will change the icon
from a black circle to something a bit more
eye catching. To do this we need to access
the sensor properties within the map
window.

Name Temperature Port1

Type Temperature
| Host 192168161100
Il

| Value 230°C

I Status Mormal
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: To begin right click on the sensor icon then select
Show info "Properties" from the list shown. After selecting this
T ziEET option a new window will be presented.

Remove From Map

— Properties
Map lcon Wizard . =
Map Icon Setup In
t Step: 1 of & Choose an icon type. ﬂi/
In this window you can select which
Icon Type . .
 Standard Shapes type of icon you would like to use.
! / i Predefined shapes - a square, a circle, a triangle, and a diamond. For this tutorlal we Wi” use "lmage".
() Area Polygon . . .
| Customizegouron shape Make sure this is selected and click
© Images "Next" to continue.

Predefined and Custom images.
Support bmp, jpg, png. ico, gif, and animated gif.

Map Icon Wizard ; =
Map Icon Setup /i
f Step: 2 of 4: Choose an image for each status. Drag an icon to the table on the right. \d/
In this window you can select which
(@ -1 ol nsor Status con . .
P @ E Semorsas ! image you would like to be shown
— Mermal
! o for each status of your chosen
= . igh Werning
| = © . sensor.
igh Critical
- Simply drag your chosen icon into
& .
/S - Low Crical the sensor status box on the right.
- Senser Error
Preview
Add
<Beck | [ Net> | [ Concel |
Map lcon Wizard ) =)
Map Icon Setup I
! Step: 2 of 4 Choose an image for each status. Drag an icon to the table on the right. ﬂd:/ .
In this example you can see we have
o - Sensor Status p chosen icon for the "Normal" and
I ' Horma! . "High Critical" status.
- Figh Werring Click "Next" to continue.
w () ¢ :| High Critical ()
i Low Warning
M ® Low Critical
Previ Sensor Error

<Back | [ Net> ][ Conce
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Map lcon Wizard ot

Additional Setup and Preview [
-¢/

Step: 3 of 4: Setup icon size and text

Preview

Additional Text

Ted | Macro
Font calibri 11

Make this icon the default for the following sensor types:

[C] Temperature -

[[]4-20 mA B
| [C] Humidity
: / [7] Digital Voltmeter
| o~ [ Airflow

[C] Dual Sensors

m

[] Thermostat
[C] Power

[] RMS Current

[Z] RMS Voltage
[T] Energy Meter —

[] virtual Sensors

[C] Watt-Hours Meter

[] Temperature Array

[] Fuel Level

[] Fuel Level -

[ <Bock | [ Finish | [ Comeel |

<Beck | [ Net> | [ Concel |
Map Icon Wizard ==
Completing Map Icon Wizard /
Step: 4 of 4: Apply this icon setting as a default, -..QJ

6.7 Adding cameras and viewing live video

Now you will be shown a preview of
your chosen icon, you also have the
option to add additional text and
font styles to the icon.

When you have made your changes
click "Next" to continue.

In this final window you can assign
your custom icon to multiple
sensors. Simply check the sensor
you wish to use and click "Finish"
You have now completed your icon
setup.

In this section we will look at adding a camera to the desktop and some of its settings. You will see
that the process for adding cameras to the desktop is the same as adding any other sensor.

(Note: we will assume that you have already correctly setup the IP camera and is visible in network.)

& CONTEG Pro: Adminmgs.g‘?m - Workspace
Server View Settings Tools Help

RAMOS Device

ras Map

Network Device
[ Virtual Sensor
Map

Mo

Or

‘ l @ add l O, Scan Network

| stieda, 11 prosinec 2013 - 15:32:44
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CeiE Click on the “Add” and select “Camera”.

Click on + button in left corner for Add
new device. Select in popup window
shown below the “Camera Device”

WwWw.conteg.com



Choose from the list below what you want to add.

RAMGOS Device
Click here to add an RAMOS device to the server.

=N Camera Device
@ Click here to add an IP camera to the server. (Onvif Supported)

. Network Device
Click here to add a network device that has an IP address.

Virtual Sensor
Click here to add a virtual senser to the server such an SNMP Get, Ping etc.

Map
Click here to upload a custom map file to the server.

Add a New Camera

Hostname or [P 192.168.93.94
Username Administrator
Password LTTTTTIYY Y]

["]anonymous login

Camera Model: Generic Axis

o AXIS
Generic Axis
Generic Axis ( Firmware v5aoc)

D-Link

Histream

IQeye

LINKSYS

Lumenera

Advanced Options

J

e

Server Add View Settings Tools

Sensors

Q Search Cameras

Cameras Maps

Iz
For adding of new IP camera enter
e |P address of camera
‘ e Username and password of Camera access
_ e select model of camera
1 then press Add buton
Cancel
Hel .
=P Now you can see from the dropdown list

that in this example we have one camera
connected, this is called "AXIS M1054"
Now select your camera and drag and

Q = AXIS M1054 Network Camera .. [log| .
=] drop it onto the desktop the same as you
Monitoring B Camera

N

did before with the sensors.

In the following image you can see that we now have a video window displayed on our desktop, the
images shown are of live video which is being received from the camera.
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Server Add View Settings Tools Help
Sensors | Cameras | Maps B B3] mGaph Maps | Camera x m

Q, Search Cameras

|;| 1054 Network Camera ... Camera @ AXIS M1054 Network Camera (192.168.98.94) Options B X
Monitoring : _”___z_.—:n‘—'ﬂ""_‘— e ———
+1
Access Control

Time Attendance

-y

Notifications

Video Recording

@ Add .O\ Scan Network |

streda, 11 prosinec 2013 - 16:24:02

Now that we have added our camera, let’s take a quick look at some of the options available in live
viewing mode.

My Version : 10.5.1

6.8 Setup video recording

Now that we have added live video to the desktop, let's take a look at how to setup and manage your
video surveillance system with recording and archiving capabilities. Recording and archive size will
only be limited by your hard drive space capacity. To set up video recording, go to View > check
Video Recording.

Server Add [View) Settings Tools Help
Full Screen =

Recording Policies Archive Policies
v Standard Toolbar F4 |
Vonitorin & Host. Recording policy Poli
Q Access (nitvo\ F6
Menitorin{ Time Attendance 7
Motifications F8
| :iid: s ) To set up video recording, go to View >
Aecess € Video Recording
0 or press function key F9
Time Attendance or use an Icon in left side panel
'
i A video recording tab will appear with
= three sub tabs where you can view a
T summary of the video policies, and
manage recording and archive policies.
Storage Usage
Drive = [

Etvrtek, 12 presinec 2013 - 16:19:03
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Server Add View Settings Tools Help

Policies Summary l Recording Policies I Archive Policies

l @ Create l #° Edit 0 Remove | | @ Disable
g Policy name & ‘ Policy type Condition Cameras Record directory Max size
Monitoring
»1
Access Control
Time Attendance
Notifications
Video Recording
Storage Usage
o ap
rive |DATAPARTL (D) e
Video Data Other Data Free Space
0.00 GB 38,23 GB 850.16 GB

Etvrtek, 12 prosinec 2013 - 16:26:13

T Version: 10.5.1

Go to “Recording Policies” tab and click the ‘Create’ button.

Select Recording Policy |

Do you want to :

Record on the Server

Record on the Base Unit

Cancel

Now you select “Record on the Server”

Now you Add New Record
directories

Server Recording Wizard
Recording Policy Setup

Step: 1 of 5: Each of these fields are required to get your policy working.

Record Information
Policy name: Recording Policy
Record directories: Record Directory Max Size Unit
Max size reached: Do not record items in this directory.

() Remove old items as necessary.
<Back Net> | [ Cancel
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| Record Directory Browser E

== ]
N a7}
Loy
Maximum size: 100 = [MB
New Folder ] l oK ] [ Cancel

Select a folder where will
records and define the maximal size of file.

Server Recording Wizard

Recording Policy Setup

Step: 1 of 5: Each of these fields are required to get your policy working.

Record Information

Policy name: Recording Policy

Record directories: | p.o0g Directory

D:/COMNTEG Pro Server/Video/Rec...

Max Size Unit Add

100 MB

Max size reached: | (©) Do not record items in this directory.
@ Remove old items as necessary.

)

< Back Ned> | [ Concel

p
Server Recording Wizard

Camera Selection
Step: 2 of 5: Assign the camera(s) to Recording Policy.

Available Camerals) Selected Camerals)

Camera Name Host Name Policy Camera Mame Host Name

Camera 192.165.98.94
a5
<<
<Back | [ MNet> | [ Cancel
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be saved the

Now is added new record
directory and is necessary to
define situation when size of
file reach a maximum.

There is two options to
remove old items and record
new or don’t record.

Then press “Next”.

Now select camera and move
it to right window by arrow
and use “Next”.
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Server Recording Wizard

Record Condition
Step: 3 of 5: Choose when to record videos,

Choose when to record videos.
@ Always
() On event
Time event
Avideo is recorded according to a scheduled time,

Sensor event
Avideo i3 recorded when a sensor status changes,

<Back | [ Nea>

Cancel

Server Recording Wizard

Frame Rate Setup
Step: 4 of 5: This frame rate will be used at all time.

Enter the normal frame rate

Frame rate: 10

<Back | [ Nex>

Cancel

Server Recording Wizard

Wizard Complete
Step: 5 of 5t Click 'Finish' to create a recording pelicy.

Congratulations! You have successfully completed entering all required information,

Recording Policy Review

To review recording policies, go to 'Policies Summary' tab.

Click Finish to save these settings and exit the wizard.

< Back ] [ Finish

) |

Cancel
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In step 3 must by choose
when to record videos:
Always — permanently

On event — controlled by time
or by sensor event.

In step 4 is necessary to
define a frame rate.

These frames are camera
shots which can affect

recorded time in specified size
on data space.

Now just ,Finish® the
Recording Wizard.
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Server Add View Settings Tools Help

Policies Summary Recording Policies Archive Policies

@ Create & Edit I Remove | @ Disable
g Policy name & Policy type Condition Cameras Record directory Max size ‘
Manitoring | |gecording Policy Server Policy Always Camera on 192168 95.94 D:/CONTEG Pro Server/Video/Recordin... 100
-+l
Access Control . ..
Now can see added Recording Policies
Time Attendance
Notifications
Video Recording

For other graph settings, click ‘Options’ and select Graph Settings. The Graph Settings dialog box will
open. You can change the graph title by editing the default title and click the ‘Set Title’ button.
You can change the time range of the graph. Select from the dropdown list. If you choose ‘Custom

Range’, enter start date/time and end date/time for the range.

Check the ‘Live Data’ checkbox to automatically update the graph every Refresh Period. Display
Status Color checkbox allows you to display/hide the status colors.

Temperature Port 1 (Host 192.168.161.100) Options X

=1

24

22

Celius

22

21

20
140 15:00 15:20

O Mormal O High Warning B High Critical
O Laww Warning B Low Critical B Sensar Errar

Current: 24,0 *C Minimurn: 23,5 *C  Maximum: 24,0 °C
r B
Graph Settings ﬁ
Graph Details

Graph Title Temperature Port 1 (Host 192.168.161.100)

Default Title

Time Range

Start Date 23, 9.2013 Start Time 14:46:36 =

End Date 23, 9.2013 End Time 15:46:36 =

Live Data Refresh Period 1 = Minute(s)

Display Opticns
Display Status Color

| ok || Cancel |

——————————

L Option= X NN

Rename

[ —— Save As... 3

Graph Settings

R ———

—_—_—
15:40

itical
ar Errar

Maximurm: 24,0 °C

You can save graph data as text document or as an image. Click the corresponding Save As button in
the Graph Settings dialog box or select from Options > Save As... menu.
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8 Sensors (other features)

8.1 Configure Sensors

) '

Sensors Cameras Maps

Q Search Sensors

=l RAMOS Ultra (TEST) (192.168.1 ...
I Ping RAMOS Ultra
=l &8 Main Module
Airflow Port 2

Configure

ol & RDU
[Delete

Acknowledge

To configure sensors, we right click on the
sensor and select Configure.

After clicking Configure, you will open the
window which look like configure page on
web interface of Ramos Ultra. There you can
change the sensor’s settings such as the
status thresholds, sensor name, etc. The
change in settings will then reflect upon
saving in the web interface.

Device Configuration =
Select a Device: ’RAMOS Ultra (TEST) (192.168.161.100) - Select an Expansion Board: Main Module A
System Board Sensors
Sensor Ports ]/Power Meter/Sound Detector ]
1 2 3 4 5 6 7 g
’ Auto Sense ’ Auto Sense ’ Auto Sense ’ Auto Sense ’ Auto Sense ’ Auto Sense ’ Auto Sense ’ Auto Sense ]
Temperature Airflow N/C
Marmal Settings |Advanced Settings | Centinuous Time Settings | Minimum Time Settings|
Sensor Name  Temperature Port1
Low Critical High Warning High Critical
-55,0 '_"-:_'j;_-:- 10 20 30 40 f-:_'j;_-:. 75,0
Current Reading 24,0 °C
Status Mormal
Sensor Currently
Set Thermostat Online
oK ] ’ Cancel Apply
., = y
Also is possible to configure advanced settings
www.conteg.com
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Mormal Settings | Advanced Settings | Continuous Time Settings MinimumTimeSettings|

Rearm 2.0
Reading Offset 0=

Data Collection Type

Enable Calendar () On @ Off
Filter Status @ Enable () Disable

Check Rate of Change () Enable @ Disable

OK ] ’ Cancel Apply

9 Access Control Setup

9.1 Access Control — Page Overview

Click on the Access Control icon (shown below).
. CONTEG o s GAGRGOITE Vs T TR T - O % |

Server Add View Settings Tools Help

Users Groups Time Schedules Access Logs Update Devices £¥ Settings
‘ Q~ Search User
First Name Group (None)
m + Last Name Card ID D
-l o
. . Department | (None) PIN (4 DIGIT)
ccess Contral Upload Photo
E-Mail Fingerprint | Not Enrolled
6 Telephone Ext. Valid from 23, 92013 to [123. 0013
Time Attendance
- First Name & Last Name & Department s Group 7~
Notifications

Video Recording

This page is where the new Users, Groups, Time Schedules, Access Logs (Reports are entered and
stored into the CONTEG Pro Server software. To add a new Group click on the “Group” tab, press “+”
button and complete the wizard. To add a new User click on the “User” tab, press “+” button and
complete the wizard and finally to add a new Schedule click on the “Time Schedule” tab, press “+”
button and complete that wizard.

We will go through each of these in detail in the following sections, but first we will need to configure
our RDU to the CONTEG Pro Server software.

9.2 Access Control — Setting RDU (Rack Door Unit)

9.2.1 Lock/Handle status settings

Return to the monitoring Section.
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Sensors Camneras Maps

Q Search Sensors

-

Monitoring

=1 RAMOS Ultra (TEST) (192.168.1 ...
Ping RAMOS Ultra
= &= Main Module

Airflow Port 2
:;I Temperature Port 1
Access Control S &= RDU 2.1
Door Port1

Door Port1 (Reader IN)

~

Time Attendance

Door port 1 is red on example above, because si
connected DP-ZM-E2-ACS, which require “high”

-

=l RAMOS Ultra (TEST) (192.168.1 ... Temperatul
Monitoring Ping RAMOS Ultra €
= & Main Module 24
Airflow Port 2 % 22
ﬂ Temperature Port 1 3 22

Access Control

=& RDU 3.1

DoorPort 1
Configure
Door Port 1 (Reader IN)
Acknowledge
Time Attendance Unlack

On the list of RAMOS Ultra you can see
connected device ,RDU 3.1“ Physically is
connected on expansion port 3 and is first in
the daisy-chain line.

Door port 1 represents a Lock or Handle.
Door port 1 (Reader IN) represents a reader.

gnal is in default configure to “low” and on RDU is
signal.

To set correct status use a right click on
“Door Port 1” and then click on “configure”.

Device Configuration

Select a Device: RAMOS Ultra (TEST) (192.168.161.100) =

Board Rack

System

—
! Advanced Settings | ftatus Descriptions

Sensors

Select an Expansion Board: RDU31

Rack Lock Centrol

Manual Control

@ Manual Control

) Unlock @ Lock

() Calendar Control

[ "Rack Closed” Signal Level

) High @ Low

)

OK

| | ]

Cancel Apply

Now it will open “Device Configuration” window of this RDU. Click on “Advanced settings” tab and
you will see now an options “Rack Closed” Signal Level how is shown on picture above.

38

All rights reserved, CONTEG © 2014

WWW.conteg.com



Set this “Rack Closed” Signal Level by tab below:

Handle/Lock ~ “Rack Closed” Signal Level

DP-ZM-E1-ACS High
DP-ZM-E2-ACS High

DP-ZM-EML-S Low
DP-ZM-EML-LW Low

After you set the right signal level and press “OK” button, the lock/handle will show right status.

= 4 RDU 3.1
When the “Door Port 1” receives correct
Door Port 1 (Reader IN) signal is generally black.

9.2.2 Reader modes settings

Q = RAMOS Ultra (TEST) (192.168.1 ...
Monitoring Ping RAMOS Ultra
= &= Main Module
Airflow Port 2
-:;I Temperature Port 1 :I:o set required mode uss a right. click on
Access Control || o g RDU 31 Door Port 1 (Reader IN)” and click on
“configure”.
Door Port 1
o m Configure -
Time Attendance
[ Device Configuration [
Select a Device: RAMOS Ultra (TEST) (192.168.161.100) - Select an Expansion Board: RDU31 v]

System Board Rack Sensors

]

Access Settings

Access Mame  Door Port1 (Reader IN)

Authentication Mode || Card -

Access Status

Card + PIN

Time Attendance @ Enable () Disable
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Access status is generally set on “Card” mode. For “Card + PIN” mode is necessary to use keypad with
integrated card reader, e.g. RMS-ACS-U-KER.

9.2.3 Manual remote Unlock

= & RDU 31
W For manual remote opening you can use
Configure : : “« ”
Door P g right click on lock port “Door Port 1” and
SAmImETE click on “Unlock”.
i [ Unlock

9.3 Access Control — Group Overview

The CONTEG Pro Server software allows you to setup Groups of users. This feature is used for
allowing or denying access to specific doors, specific times and also to set security and access levels
for our groups of users.

Creating new groups will be covered in section

9.4 Access Control — Groups.

We will cover the Users and Schedules before covering the “Manage Permissions” for each of our
groups as we need to add our users and schedules before adding our permissions to each group.

Sever Add View Settings Tools Help

Users Groups Time Schedules Access Logs Update Devices Settings

L Administrator Q search Group
—
el Administrator
Monitoring Guest Group Name: Administrator m
J_— Manager

=| Regular Employee Door Name & Host Schedule &

Access Control | Security

Time Attendance

v

Notifications

Video Recording

Our second tab in the Access Control section is Groups. If we click on the Groups tab we can see in
the screen shot above we have a list of the existing groups that by default are already setup in the
system. We can use these pre-set groups or we can create our own groups using “+” button. As
mentioned above the new group wizard will be covered in section of this manual after we have
added our users and schedules to the system.

After our groups have been created or chosen, then the Users, Schedules and Permissions can be
assigned to each of the groups.
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9.5 Access Control — User

The CONTEG Pro Server software allows you to setup individual system users. You can enter your
users name and details, assign each user to departments, holidays for each department and other

personal information such as the users picture, email, telephone number etc.

The Users data base will also hold each users system log in and out times and from which door they

used.

Server Add View Settings Tools Help

Users

i

—

=

Monitoring

- 1
vl o]

Access Control Upload Photo

0

Time Attendance

-

Notifications

First Name &

Video Recording

Groups

First Name
Last Name:
Department
E-Mail

Telephone

Time Schedules Access Logs

(None)

Last Name &

Update Devices

Department

Settings

Q Search User

Group (None)
Card D
PIN (4 DIGIT)

Fingerprint | Not Enrolled

Group

To add a new user to the CONTEG Pro Server software you will first click on the Users tab as shown

above, then click on the “+” button which will launch the new user wizard.

(Important Note: In order for each user that has been added to the software to clock in or out using
their EM or HID Prox cards or to open doors in the system, the Users must be first added to a Group
and that Group must be given permission to open that door and also have that access time schedule
added. This is all covered in the Groups and Permissions in the following sections of this manual.)

New User Wizard

User General Information

+

Upload Phota

First Name

Last Name

Department

Step: 1 of 2: You must specify the information required to create a new user.

(Mone)

[ aga |

E-Mail

Telephone

< Bad Next >

Cancel
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of the new user wizard above is

where you will begin to enter the
new user details such as the users

first and last name.
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MNew User Wizard &

User General Information
Step: 1 of 2t You must specify the information required to create a new user. L
First Name =
é Last Name b
Upload Photo L
Department
[None) [ Add
-

Settings =

Departments

Manage Departments: ;" ﬁ

Department Name &

Create department | = |

Please insert department name

= o

Close L

You can either choose a department from the drop down list or if you do not have any departed
created already you can click on he “Add” button, then the “Manage Departments” and add your
own here as shown in the screen shot above.

["Mew User Wizerd =)

Access Information
Step: 2 of 2: Select a group and assign a Card, Fingerprint and PIN to the user.
Group
o S In the next screen of your new
Administrator - user wizard you will choose your
Guest . .
Manege kil = group that this new user will
eyt Ermployee
Securil Validation Start Validation End

- = 5| [Howas B belong to from the “Group” drop
down list as shown above.
<Bock | [ Fnish | [ Concel
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[ New User Wizard @‘
Access Information
Step: 2 of 2 Select a group and assign a Card, Fingerprint and PIN ta the user.
o ] You can select “ID” or “Facility +
Core Fingerorint ID”. Facility + ID format is when
otsmetes you want entering HID Prox card
PIN Validation Start Validation End manua” Without Scannln
24. 9.2013 B [2s102013 =54 y g'
<Back | [ Fnish | [ Cancel
New User Wizard =
Access Information

Step: 2 of 2: Select a group and assign a Card, Fingerprint and PIN to the user.

On the next screen is shown how
Group you can scan in your card. you will

iHone) ’) use to scan the card reader that is
Card ID Fingerprint .
il if you already have the scanner
PIN 4digit Re-enter Pin Validation Start Validation End ConneCted to the SyStem' Slmply
. s2u13 B-| Banas B click in the Scan button and scan
Scan Card i) your card in the reader.
Ready to scan...
<Bock | [ Fnsh | [ cancel
p—
1
You can get USB desktop card reader from Conteg:
“RMS-ACS-DCR” i
Mew User Wizard =
Access Information
Step: 2 of 2 Select a group and assign a Card, Fingerprint and PIN to the user,
Group
(Hone) -] You can also add your PIN code
Card ID Fingerprint H
ot for the ‘pafi and ar'1y VE‘3|Id dates.
- — After this information is entered
igit  Re-enter Pin Validation Start Validation End
[ ] [24- 52003 B-  DOxwams D'] you can press the finish button to
complete the wizard.
<Bock | [ Fnsh | [ Concel
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Sever Add View Settings Tools Help

u Users Groups Time Schedules Access Logs Update Devices £¥ Settings

X ramos conTeG Q. Search User

FirstName ~ RAMOS Group Administrator -

Last Name  CONTEG Card D 0000098170 D v| Scan
b

+1 &

Department | (None) *| Add | PIN(ADIGIT) esee
Access Control Upload Photo

E-Mail ramos.conteg@conteg.com Fingerprint  Not Enrolled Scan

0 Telephone Ext. Valid From 24, 9.2013 B~ to [O24. 92013 B~

~——
Time Attendance
- First Name & Last Name & Department ¥ Group ~a. ‘
Notifications
RAMOS CONTEG (None) Administrator

Video Recording

After clicking on the Finish button we can now see our new user has been added to our access
control.
You can add a picture now or change details and after editing you must save it, by “Save” button.

9.6 Access Control — Time Schedule

The CONTEG Pro Server software allows you to add scheduling to either allow access or deny access
to specific users, groups and doors during these custom pre-set time zones.

Sever Add View Settings Tools Help

Users Groups Time Schedules Access Logs Update Devices £F Settings

B Accessall Q search Schedule

g Access All

iy Deny Al Schedule Name: _ Access Al [ save |
Holiday
".':I Weekday Select the time schedule then press *Save’.
Access Control Weekend o o
ALL
121 8|9 10 7089 101
(1] ——
Time Attendance Monday .
Tt [
-.' Wednesday
Notifications Thursday .
T |
E sy [l
Video Recording Major Holiday .
Minor Holiday
Legend
I Allow Access To select an entire Row or Column, click a Row or Colurn label
Deny Access To select  segment within the hour, Right Click at a cell

When you first click on the Schedules tab as shown above you can either edit any of the existing
schedules that are in your schedules list, or you can create a new schedule by clicking on the “+”
button which will launch the new schedule wizard.

MNew Schedule

AT RO BTE In First step is required name for new Schedule.
Enter new name and press “OK”.

Cancel ]

You can allow or deny access just by clicking on each of the individual time zone squares or click on
the times or days to all or deny access to that entire row.
If you right mouse click on an individual time zone square you can adjust the Time Offset in minutes
for each of the zones as shown in the screen shot above.
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Users.

@ Mon, Tue - Allow

-

Access All
Monitoring
Deny Al
Holiday
-::I Mon, Tue - Allow
Access Control Weekday
Weekend

0

Time Attendance

-

Notifications

Video Recording

Groups

Time Schedules Access Logs Update Devices

Schedule Name:  Mon, Tue - Allow

Select the time schedule then press "Save’.

AM
ALL

M

L¥ Settings

Q, Search Schedule

12(1|2|3|a|5|6|7|8(9|wf1z|12(2|2(3|a(5|6(7|8[9|10(12

Sunday
Monday
Tuesday

Wednesday

Thursday
Friday

Saturday

Time Offset (Minutes)
15

0 5 10 15 20 25 30 35 40 45 50 55 60

Major Holiday
Minor Holiday

Legend

W Allow Access
Deny Access

To select an entire Row or Column, click 2 Row or Column label.

To select a segment within the hour, Right Click at a cell

Then after completing the new schedule wizard you would click on the Save button as shown in the

screen shot above.

9.7

Access Control — New Group

The New Group function of the Access Control section allows you to assign groups of Users access
permissions to each of the doors that are installed on the RAMOS Ultra that you have added to the

system.

Now that you have completed adding you user and our new schedule, you can now create a new
Group and also assign a user and a schedule to an existing group.

After clicking on the Groups tab, then clicking on the “+” button will launch your New Group Wizard
as shown in the screen shot bellow.

Server Add View Settings Tools Help

Monitoring

»1

Access Control

0

Time Attendance

Guest

Manager
Regular Employee

Security

[

Notifications

Video Recording

e fimescheais

ddministrator

Access Logs Update Devices

Group Name: Administrator

Door Name &

Schedule &

New Group Wizard

Group General Information

Step: 1 of 2: You must specify the information required to create a new group.

Group Name

Work shift [ (None)

Mext >

Cancel
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Group General Information

Step: 1 of 2: You must specify the information required to creste a new group.

You can add a Work Shifts to

Group Mame  Client - Conteg eaCh group.
Wokshit (e = Press “Add” and get on
o — : ) Shifts settings. Then press
e “+”button to add shift and
Mamesm{, P= new window will open.
Nome & P P rr— r— Enter a new name for shift
Srift Wizard S e.g. Day Shift and set times
Shift Information and days.
Step: 1 of 2: Name your shift and configure your shift infermation.
Sy Start:  800:00 £ End: 17:0000 =
Lunch Period :  12:00:00 : End: 13:00:00 =
Lunch Duration : 60 = Minute(s)
WorkDay: [|Sun  [¥IMon [¥]Tue [V|Wed [#Thu [#Fri [[]Sat
Advanced Options
Clock out will end at: 23:00:00 < after the shift ends,
Deduct Break/Lunch from total required hours.
< Back Next >

After that press “next” and you will be taken to second step of setting, where you can add this shift
to other “Groups”. You can select group and press arrows to move it to “Selected Groups” than press

“Finish”

-
Shift Wizard

===

Settings

Group Selection
Step: 2 of 2: Assign the group(s) to shift, click Finish.

Avaliable Groups Selected Groups

Group Name Shift Name Group Name
Administrator
Manager

Regular Employee
Security

<Back ||[ Fnish || cancel |
J

Shifts

Manage Shifts: | () | #° || [

Name &

Day Shift

| Start & ‘ End V&
500

| Total Hours ¥a | Work Days e
8:00 M, T.W, Th, F

17:00

=

Mew Group Wizard

Group General Information

Step: 1 of 2: You must specify the information required to create a new group.

GroupName  Client - Conteg

Work Shift [mﬂm; <) A |

(None)

< Back Next >

Cancel
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The next screen in your New Group Wizard is the list of users, so you can highlight each of the users
you want to add then click on the >> button to move the users to the new group.

New Group Wizard

==

Add User to the group
Step: 2 of 2: Select users into this group

Avaliable Users

User Group

RAMOS CONTEG Administrator

In Group

User

New Group Wizard

=

Add User to the group

Avaliable Users:

Step: 2 of 2: Select users into this group.

In Group

User

Group

User
RAMOS CONTEG

[ <maa | [ Fmsn | [ Coneal | [ <seck J|[ Finisn J|[ comcer |

Now as you can see in the screen shot above the user has been added to the list of users in this new
group. You just have to click on the Finish button to complete the wizard.

Users Groups Time Schedules Access Logs Update Devices £F Settings
4 Client- Conteg Q search Group

Moy Pr— Group Name: Client - Conteg m ®||a
pr— uest
-:pl Msnsger Door Name & Host V. Schedule &

Access Control Regular Employee

Security
Time Attendance
Notifications

Video Recording

Now as you can see in the screen shot above that our new group has been added.

9.8 Access Control — Group Permissions

The Groups Permissions section of the Access Control section allows you to assign groups of users
access permissions to each of the doors that are installed on the RAMOS Ultra that you have added
to the system. These permissions include the doors the groups can access and the schedules too.

Users Groups Time Schedules Access Logs Update Devices £F Settings
.m. Client - Conteg Q_ sesrch Group
Administrator
pr— Group Name : Client - Conteg [ save | || T

Guest

Mansger Door Name & Host ™. Schedule &

Regular Employee
Security

As the screen shot on the previous page shows you need to add permissions to your groups before
each of our users in the system will be able to not only clock in or out using the system card readers
and keypads, but to open each of the doors in the system as well.

First you need to highlight the Group for which we will add our permissions to. Then you will click on
the “+” button as shown in the screen shot above.
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‘Add Door Permission

Door Selection
Step: 1 of 2: Assign the door(s) te group, click Next.

Avaliable Doors Selected Doors

Door Name Host Door Name Host
Door Port 1 RAMOS Ultra (TEST) (1...

Add Door Permission

=)

Door Selection
Step: 1 of 2: Assign the door(s) to group, click Next.

Avaliable Doors Selected Doors

Door Name Host
DoorPortl

Door Name Host

A v
Iy v

RAMOS Ultra (TEST) (L.

Add Door Permission ===
Access Schedule Selection
Step: 2 of 2: Assign a schedule to selected doors, and click Finish.

Schedule

Select a scheduld [ho Access -
Deny Al
Holiday
Mon, Tue - Allow
No Access
Weekday
Weekend

< Back ‘ Finish I

Cancel

Server Add View Settings Tools Help

o -

44t client- conteg

Client - Conteg
| Manager

Groups Time Schedules Access Logs

-

Menitoring Group Name : Client - Conteg

Door Name 4

Update Devices

Host "

This will launch the Manage Permissions
wizard which will guide you through
adding permissions to the group. As the
screen shot shows above we will first
select the doors from the Available
Doors column and click the >> button to
move the to the Selected Doors column

Now you can see that your door we
selected have been moved across so we
can click on the Next button to continue
on with the permissions wizard.

You will now choose the Schedule for
the access from the drop down menu as
shown in the screen shot above. And to
finish the permissions wizard you click
on the Finish button.

£ Settings

Q Search Group

S|

Schedule &

Access Control Regular Employee IDW"V'U (RDU31)

RAMOS Ultra (TEST) (192168.161.100)

Mon, Tue - Allow |

Security

o

Time Attendance

-’

Notifications

Video Recording
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above that the door access and schedule
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9.9 Access Control — Update device

Extremely Important Note:

In order to activate the new access in the system YOU MUST RUN THE UPDATE from the Update

Device tab as shown in the screen shot below.

Server Add View Settings Tools Help

Users Groups Time Schedules

end Updated Data to Door Control Unit
pst Sent : 13.11.2013 16:44:33

-

Monitori
ontorng | ot Status

RAMOS Ultra (TEST) (192.168.161.100) Ready
-
|

Access Control

0

Time Attendance
Notifications

Video Recording

Having Trouble Opening the Doors?

Access Logs Update Devices

£ Settings
D) View History Q, Search Host

Last Sent.
13112013 16:44:35

If all the door locks and readers are wired up, you should be able to scan and open the doors. If
you’re having trouble or you receive two beeps when scanning your card, proceed to the Users tab
and check the Group to which the user you’re having problems with is assigned in the correct group

that you have added permissions for.

9.10 Access Control — Access Logs

The Access logs hold all of the information the users who accessed the system which includes the
date and time, the user, the door name, the host or RDU name, and the event which occurred. The
access logs can be accessed by clicking on the Access Log tab as shown in the screen shot below

Sever Add View Settings Tools Help

Users Groups Time Schedules Update Devices Lk Settings
StartDate 1112013 From | 0.00:00 Select a Period
J frdDate 7123 To 422 Qrsoenes
Monitoring Date/Time ™ | User ™= Door Name Ta Host ™ Event 7a. R
© DUA1315522 Door Port 1 RAMOS Uttrs (TEST) Dooris Closed i
_l':l £ 0112013155205 Door Port 1 (Reader IN) RAMOS Uttra (TEST) Access Denied: Wrong Care/PIN Combination 7
v @ 20112013 155158 Door Port 1 RAMOS Uttra (TEST) Door is Gpen
Access Control L
P 0112013155158 Tomas Graf Door Port 1 (Reader IN) RAMOS Uttra (TEST) Access Granted £
A 2011201315513 Door Port 1 RAMOS Uttra (TEST, Door Held O
0 © 20112013 155103 Door Port 1 RAMOS Utra (TEST) Dooris Open
Time Attondance | 47 | DALIIISSLO EMTAG Door Part 1 (Reader IN) RAMOS Utrs (TEST) Access Granted
© 2112013155102 Door Port 1 RAMOS Utra (TEST) Door is Closed
& 2011201315:50:55 Door Port 1 RAMOS Ultra (TEST) Door Forced Opened
-1 © 20112013 15:50:46 Door Port 1 RAMOS Uttrs (TEST) Dooris Closed
Notifications | € 20112013 15:50:28 Door Port 1 RAMOS Uttrs (TEST) Dooris Open
5 012013155028 EMTAG Door Port 1 (Reader IN) RAMOS Uttra (TEST) Access Granted
— B 20112013 112727 Door Port 1 RAMOS Uttra (TEST) Door Error
BE @ 21120131277 Door Port 1 RAMOS Uttra (TEST) Dooris Closed
Video Recording | 8 | 20112013 08:44:43 Door Port 1 RAMOS Utra (TEST) Deor Errer
© 20112013 084443 Door Port 1 RAMOS Utra (TEST) Door is Closed
Server Add View Settings Tools Help
Users Groups Time Schedules Access Logs Update Devices £3 Settings
StartDate | 111.2013 From | 00000 Select a Period
Q End Date 20112013 To 15:5430 Qr suarch e
Monitoring Date/Time ™ |User v Dnm'cr:;t;ym st Host ™a Event ™ S
. © 2112013155222 Door Yesterday RAMOS Uttra (TEST) Door is Closed T
_"I S 0112013155205 Door | ast Week RAMOS Ultra (TEST) Access Denieck Wrong Card/PIN Combination
¢ @ 0112013155158 o This Month | RAMOS Ultra (TEST) Door s Open
Access Control Last Month |
P 0112013155158 Tomss Graf Door ForT T THERtTEr Y RAMOS Ultra (TEST) Access Granted £
A 0112013155138 Door Port1 RAMOS Ultra (TEST Door Held 0
0 © 2112013155103 Door Port 1 RAMOS Uttra (TEST) Door s Open
Time Attondance | £ DAL2IIISSLO} EMTAG Door Port 1 (ReaderIN) RAMOS Ultra (TEST) Access Granted
© 2112013155102 Door Port1 RAMOS Uttra (TEST) Door is Closed
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There are several filters that can be applied to the logs for viewing specific information such as the
Custom Filter, sorting by Today, Yesterday, This week or This Month by choosing any one of these
from the drop down list as shown it the screen shot above.
If you choose the Customer Filter you can enter any custom date and time for your report.

|[vent a

Dooris Closed

Access Denied: Wrong Cardy
Door is Open

Access Granted

Door Held Open

Dooris Open

Access Granted
Door is Closed

Door Forced Opened
Dooris Closed
Dooris Open
Access Granted
Door Error

Door is Closed

Door Error

Door is Closed

Door Error

Dooris Closed

Dooris Closed

Users Groups Time Schedules Access Logs Update Devices
Start Date  1.11.2013 From  0:00:00 Select a Period

End Date 20.11.2013 To 155430 This Month = -

| Date / Time ¥a User Y | Door Name ¥ | Host ¥a
© 20.11.201315:52:22 Door Port1 RAMOS Ultra (TEST)
p 20.11.2013 15:52:05 Door Port1 (Reader IN) RAMOS Ultra (TEST)
¢ 2011.201315:51:58 Door Port1 RAMOS Ultra (TEST)
ﬁ 2011.201315:51:58 Tomas Graf Door Port 1 (Reader IN) RAMOS Ultra (TEST)
Ay, 2011.201315:51:34 Door Port1 RAMOS Ultra (TEST)
© 20.11.201315:51:03 Door Pq Filter
p 20.11.201315:51:03 EM TAG Door P

Filter by Event

© 0112013155102 Doar P ] ]
B 2112013155055 Door P € [V General Information Ay [¥] Warning
@ 2011201315506 Doorpq| &7 [¥DoorAccess 8 @Akt

20.11.2013 15:50:28 D P
o oor Filter by Status
p AVEEANEIEENA | [EN1EE Fral [¥] Access Granted Access Denied

20.11.201311:27:27 Door P
8 [¥] Door Opened [¥] Door Closed
© 2011.201311:27:27 Door P

| Door F d O d YD Held O o
B 2011.201308:44:43 Door P cortorced Upens ooriield Lpens
© 20112013 08:44:43 Door P Error Tampered
B 19.11.2013 08:56:21 Door P ’ v ] ’ = ;
ancel

€ 19.11.2013 08:55:42 Door P
¢ 19.11.201308:5542 Door Porer TV S OTrE (TESTT
p 15.11.201317:36:10 Door Port1 (Reader IN) RAMOS Ultra (TEST)

Access Denied: Input Entry T

You can also chose the advanced filter as shown above which will give you many more options for
generating reports based on Events or Status.

£ Settings

Q~ Search User

o oo

Access Denied: Wrong Card/PIN Combination

jedk Input Entry Timeout

jeck Input Entry Timeout

Server Add View Settings Tools Help
Users Groups Time Schedules Access Logs Update Devices
Start Date  1.11.2013 From  0:00:00 Select a Period
Q End Date 20112013 To 155430 This Month - Apply Filter
Monitoring |
Date/Time ™ |User = | Door Name ~a Host % | Event =
© 2011201315522 Door Port1 RAMOS Uttra (TEST) Door s Closed
_':I P 0112013155205 Door Port1 (Reader IN) RAMOS Ultra (TEST)
L]
20112013 15:51:58 n
Accss Comot | © 7 swe s
J? 0112013155158 Tomas Graf nted
A 2011201315513 Savein: (5 Libraties - @F 2 E bpen
o © 2011201315510 I = n
= s D it: M
. 2 0112013155103 EMTAG = = Documents &5 ueie nted
Time Attendance % Library -
@ 20112013 155102 e e ed
20112013 15:50:55 L Pictures d Opened
= P
i, Libran
[ | @ 2011201315:50:46 Desktop < ed
Notifications | €@ 20112013 15:50:28 n
P 0112013155028 EMTAG nted
& 2011201311:27:27 s
i © 2011201311272 ed
Video Recording | 8 | 20112013 08:44:43 LY
@ 20112013 0843 Computer ed
B 19112013 08:56:21 @
@ 19112013 085542 =
Network
@ 19112013 085542 I - = =
P 1511.2013 17:36:10
P 1511203173047 Savesstpe [CS Dooument ) o]  (mEmce)
£ 1511201316:51:02 nieck Input Entry Timeout
@ 15 w3 1ea P B ] amrdar BARAE 1 lrs (TECTY Rrrars Pamiedt T

I

After generating your report, you can Export this data into a CSV type file which can then be
imported into an Excel file or other types of file. To export your report just click on the Export button

as shown in the screen

Blocking a User

shot above.

To block a user - Move them to the No Access Group and Update Device.
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Re-Using or Re-Assigning Access Cards

You can also delete the card number from one person and make a new UserProfile with that Card.
The past Access Details for the first card owner is retained in the system.

If you update the User Profile of the First person with the Second Persons name for example
changing Mary to Matt. Then all of the system log's would show Matt and Mary would cease to exist.
So the best thing to do, for an example is if an employee works for you temporarily is to keep that
user profile and remove their card number, save and synchronize. Then make a new employee with
that card that way you can still search for Mary.

10 Adding Cameras for Access Control Video Security

By addition IP cameras to the network you are then able add video security to your Access Control
System. This will allow you record who exactly enters and exits each door that is controlled by your
RAMOS Ultra. This is setup using the CONTEG Pro Server’s video recording policies tied to the digital
IP cameras added in network. You have the option of storing this video only on the computer that
the server software is running on, or on 3" party video server, or both.

10.1 Setting up the Recording Policies

In order to setup the recording policies on the server software you need to first make sure you
cameras are connected to the network, they are operating properly and are mounted in the correct
position that will record the users entering or exiting the premises or where ever you are monitoring
your access control from.

The setting been explained in capture “6.8 Setup video recording” and till step 3 is same.

Recording Policy Wizard o
Record Condition In Step 3
Step: 3 of 9: Choose when to record videos. X
In the screen of the wizard
Choose when to record videos. yOU Wi” ChOOSE the recording
& condition and you will choose
@ O .
ERCEEN the On Event option and
Time event
Avideo is recorded according to a scheduled time. CheCk the SenSOI’ evel’lt SO
[”MM“‘ ] that the camera will record
Avideo is recorded when a sensor status changes. .
the video when the door
opens. You will then click on
the Next button to continue.
<Back | [ Net> || Concel
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Recording Policy Wizard I&
Frame Rate Setup
Step: 4 of % This frame rate will be used when no event occurs,
Enable video recording when no event occurs.
Enter the normal frame rate
Framerate: 10 : frame(s) per
<Back | [ mNet> || cance |

-
Recording Policy Wizard

===

Sensor Event Setup

Step: 5 of 9: These settings will be used when there are changes in the sensor status.

Enter sensor event frame rate.

= frame(s) per

Enter pre/post recording time on sensor event.

Framerate: 30

Pre recording time: 3 Second(s)

Post recording time: 3 Second(s)

< Back I [ Next >

) [

Recerding Policy Wizard

Sensor Event Setup

Step: 6 of 9: Choose sensors and status that will trigger the sensor event.

Sensor

AXIS M1054 Metwork Camera (192,168 .98.94)
RAMOS Mini (192.168.161.235)
RAMOS Optima DEMO (192.168.161.236)
= RAMOS Ultra (192.168.161.237)
Host Status
[ & Main Module
[ &% RAMOS ULTRA EX-I8
[ &% RAMOS ULTRA EX-016
=& RDU21
Door Port1 (Reader IN)
Temperature Array Port1.1
Temperature Array Port1.2
Temperature Array Port1.3

To select multiple items, press and hold CTRL or SHIFT while selecting.

Status

Tampered

Closed

Force Opened
Sensor Error

<Back | [ Next»

| [ conce
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Step 4

On the previous page you can
enable video recording when
no event occurs and set the
frame rate. This will allow the
camera to still record video if
the camera is not recording
the video.

Step 5

The next screen of the wizard
you can set the frame rate for
the video and also set the
camera’s pre and post
recording time in seconds as
shown above.

Step 6

On screen is shown how you
will choose the door that will
trigger the recording of the
video and the status the door
will be in when the recording
starts.
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Recording Policy Wizard @

Sensor Event Setup

Step: 7 of 9: The sensor event setup helps you to filter false sensor notifications, By setting
the duration for each chosen sensor status, you can offset the start of a recording pelicy or notification.

Opened 0 = Seconds

<Back | [ Net> | [ concel |

.
Recording Policy Wizard &J

Sensor Event Scheduler

Step: 8 of 9: The scheduler provides the facility to have the sensor event active for selected periods.
Event scheduler () Enable (@ Disable

Select the time that sensor event will be active.

AM | PM

AL 121]2[3]s]s5]6]7]e]o0]n|r]1]2]z]4]s5]6]7]s]a]w|u]

Sunday
Monday
Tuesday

Wednesday|

Thursday

Friday

Saturday
Invert selection/Set to working hours

Legend

. Event active
[] Event inactive

To select a whole row/column, click at a row/column label.
To select a minute, right click at a cell.

<Back | [ Nea» | [ concd |

.
Recording Policy Wizard &J

Wizard Complete

Step: 9 of & Click 'Finish' to create a recording policy.

Cengratulations! You have successfully completed entering all required information.

Recording Policy Review

To review recording pelicies, go to 'Policies Summary' tab.

Click Finish to save these settings and exit the wizard.

<Back | [ Finsh | [ cConcel
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Step 7

In the screen you can set the
duration of time that you can
delay the start of the
recording or the notification
tied to the door opening. This
feature is normally used to
eliminate any false alerts.

Step 8

If you need to add a schedule
to the recording policy then
you would add this in the next
screen of the wizard as shown
in the screen shot.

Step 9

To complete your new
recording policy that will
record the video when the
door is opened you would
click on the Finish button in
the last screen of the wizard
as shown in the screen shot

WwWw.conteg.com



Sever Add View Settings Tools Help

Policies Summary Recording Policies Archive Policies
@ Create & Edit T Remove @ Disable

g Policy name 4 Policy type Condition Cameras Record directory Max size ‘

Monitoring || gecording Policy Server Policy Sensor Event Camera on 192168.98.94 D:/CONTEG Pro Server/Video/Recordin... 100
+1
Access Control
(1] Now as you can see the new policy has been created
fime Attendance as it now shows in our Recording Policy list as shown

e in the screen shot above

Notifications

Video Recording

10.2 Playback window

The playback feature allows you to go back to a specified time and review the corresponding details
of sensor information and events from the system log. You can also view a video playback of cameras
at the given time

sensors | Camerss | Maps | [EN|| [EB] WGreph  Maps | Gamera x| Mistatus

Dream DC | Camera @ AXIS M1054 Network Camera (192.168.9894)

(] Playback Mode

Monitoring

i

Access Control

0

Time Attendance

[

Notifications

Video Recording

Playback Controller

Event log on Serfy

11:21 11:22 11:23 11:24 Playback Controller

1 Minute ~|

11:16

stieda, 18 prosinec 2013 11:15

Camera
AXIS M1054 Network ...

Water Detector Port 5 X 3
\
S RAMOS Ultra « O
1x

Motion Detector Port 2

B}l RAMOS Ultra

1soms 11:19:380 [ cane

@ Add Q) 5can Networ

stFeda, 18 prosinec 2013 - 11:20:47 K " Version: 10.5.1/

11 Adding network device and virtual sensors

11.1 Adding Network Device - Host status

Server | Add | View Settings Tools Help

RAMOS Device  rae Maps n

On main top menu press “ADD” and
i= select “Network Device” as shown
on picture.

Camera
Metwork Device

[ Virtual Sensor qurk Camera ..

Map
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Add s bioe Netrk Dﬁi@ Now enter the IP address of

Hostname or IP 192.168.161.235 . RAMOS Mini and select if
Monitored By [Ping & SNIMP get -] want only Ping or Ping &
SNMP Read Communty. ey | o get .
= Select Ping and on next part
SHNMP Port 161 .
will be shown how to add

SNMP get.

o o] Clck on "0K”

IP address of Ramos Mini you can find via Application for identification of RAMOS Mini in the
network named “RMS_Config.exe”. It's explained in RAMOS Mini manual.
k|
= AXIS M1054 Network Camera ...

| Host Status Change the name of device

for better identification by
right click on device in list and
select “Configure...”

=l Net
Configure...

H Create Virtual Sensor

RAI
rol | B Delete

L0 i i 6 )

Haost Configuration !! E |

Hostnarme or [P 192.168.161.235

Type Network Device Enter new name of device

System MName e.g. RAMOS Mini and click
|| “OK”

Port 161

The Ping feature can be configured too. Is possible to use ping or http method for checking the host
status, which can renamed in first step of “host configuration” as shown on picture below.

r T — A
Ping Virtual Sensor — ﬂ

Ping Virtual Sensor Configuration

Step: 1 of 2: Configure the sensor name, description and method

Hostname or IP 192.168.161.235
Sensor name Host Status
Description of normal status ~ Reachable
Description of critical status ~ Unreachable

Method ©@ ping () hitp

55
WWW.conteg.com

All rights reserved, CONTEG © 2014



Ping Virtual Sensor -—

Ping Virtual Sensor Configuration
Step: 2 of 2: Set the ping interval, timeout and number of retries

Ping interval 15 = Secondis)

Ping timeout 10 = Secondis)

Retry 2 = Times

On step 2 is option to set ping interval,
timeout and quantity of retry as shown
on picture.

l < Back

J |

Einish

J {

Cancel I

11.2 Adding Network Device - Virtual Sensor (RAMOS Mini)

finnl
Configure...

= RAMOS Mini (192.168.161.235)

Host Status
Create Virtual Sensor
= RAMOS Optima DEMO (192

Delete
Host Status

The Network Device is added and now is
possible to add Virtual Sensor. Right click
on Network device will pop up the options,
select “Create Virtual Sensor”.

Create Virtual Sensor Wizard

- 7
)

Select Host [RAMOS Mini (192.168.161.235)

Select Virtual Sensor Type

] e

SNMP Get  Ping

#a s
Custom  Multiple
Script Sensors

J {

Cancel ]

Following window giving an options now to

create:
e SNMP Get
e Ping
e  Custom Script

e Multiple Sensors

Select “SNMP Get” and click Next.

By the next explanations enter the name of sensor, select “Custom OID”, enter OID code from MIB
file or tab below for RAMOS Mini and select style of sensor (Switch or Analog).

RAMOS Mini Sensor Style: Custom OID: normal Status0 Status1
Dry Contact / Input Switch .1.3.6.1.4.1.28402.4.3.1.1.2.1 1 Open Close
Relay / Output Switch .1.3.6.1.4.1.28402.4.3.2.1.2.1 0 Off On
RAMOS Mini Sensor Style: Custom OID: Value Factor Unit
Sensor 215 Analog .1.3.6.1.4.1.28402.4.3.3.1.5.1 0.1 °C
Sensor 216 Analog .1.3.6.1.4.1.28402.4.3.3.1.5.2 0.1 °C
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11.2.1 RAMOS Mini - Dry Contact (Input):

Screenshots below will show you how to integrate Ramos Mini as Network device.

SNMP GET Virtual Sensor — [
SNMF Virtual Sensor Configuration
Step: 1 of 3: SNMP GET Virtual Sensor
Hostname or [P 192.168.161.235
Sensor name Dry Contact Input
ODMName |Custom OID >
[81] 1.36141.284024311.21
E [ = Back ] [ Nest > J [ Cancel I
g —— ~
SNMP GET Virtual Sensor — et
SNMP Virtual Sensor Configuration
Step: 2 of 3: Select the value factor and define the unit.
Mormal state value 1
Description of normal status ~ Close
Description of critical status Openl
E [ = Back ] [ Mext » ] [ Cancel ]
i S — S
SNMP GET Virtual Sensor — o
SNMF Virtual Sensor Configuration
Step: 3 of 3: Set the polling interval.
Polling interval 15 : Second(s)
< Back ] [ Finish ] [ LCancel
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Enter the name and
specific OID for the
sensor.

If the sensor can provide
information 0 or 1 select
sensor style to “Switch”.
Click “Next”.

Now select value for
normal status O or 1.
Name the normal status
e.g. Close, and name for
critical status (Open).
Click “Next”.

Select interval for
receiving the
informations in seconds.
Click “Next”.

WWW.conteg.com



11.2.2 RAMOS Mini - Relay (Output):

”

SNMP GET Virtual Sensor — =%

SNMP Virtual Sensor Configuration
Step: 1 of 3: SNMP GET Virtual Sensor

Hostname or [P 192168161 235

Sensor name Relay Qutput
OIDName [Custom OID T
oID 136141.284024221.2|

[ < Back ]I Mext » ][ Cancel ]

L

”

=)

SNMP GET Virtual Sensor

SNMP Virtual Sensor Configuration
Step: 2 of 3: Select the value factor and define the unit.

Mormal state value 0

Description of normal status  Off

Description of critical status =~ On

E [ < Back ] [ Mext > J l LCancel ]
- —————————— ]
SNMP GET Virtual Sensor — ==
SNMP Virtual Sensor Configuration
Step: 3 of 3: Set the polling interval.
Polling interval 15 = Second(s)
< Back ] [ Finish ] l Cancel
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Enter the name and
specific OID for the

If the sensor can provide
information O or 1 select
sensor style to “Switch”.
Click “Next”.

Now select value for
normal status O or 1.
Name the normal status
e.g. OFF, and name for
critical status (ON).
Click “Next”.

Select interval for
receiving the
informations in seconds.
Click “Next”.

WWW.conteg.com



11.2.3 RAMOS Mini - Sensor (Temperature):

”

SNMP GET Virtual Sensor — =%

SNMP Virtual Sensor Configuration
Step: 1 of 4: SNMP GET Virtual Sensor

Hostname or [P 192168161 235

Sensor name Temperature Sensor 215
OID Mame Custom OID M
oID 136141.28402433.1.51

Sensor style

[ < Back ][ Mext » ][ Cancel ]

\

”

=)

SNMP GET Virtual Sensor

SNMP Virtual Sensor Configuration
Step: 2 of 4: Name your virtual sensor, select a OID and sensor style,

Value factor

Unit text “C

[ < Back ][ Next > ]I Cancel ]

\

SNMP GET Virtual Sensor

SNMP Virtual Sensor Configuration
Step: 3 of 4: Define the upper and lower bound of the warning and critical states.

Low critical 20
Low warning 40
High warning &0

High critical 80

< Back ] [ Mext = ] l Cancel

=)
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Enter the name and
specific OID for the
sensor.

If the sensor can provide
information by number
presenting a value, select
sensor style to “Analog”.
Click “Next”.

Now select value factor,
which will multiply a
value to right format, e.g.
temperature sensor read
22.6°C and send
information via SNMP in
format 226. This value
must be multiply by 0.1.
Enter unit text e.g. °C, °F,
%RH and so on.

Click “Next”.

Select thresholds for each
level.
Click “Next”.
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s —_—— 5
SNMP GET Virtual Sensor — ==
SNMP Virtual Sensor Configuration
Step: 4 of 4: Set the polling interval and rearm value,
Polling interval 15 = Second(s)
Rearm 0
[ < Back ] [ Finish ] l Cancel ]

Select interval for
receiving the
informations in seconds.
Click “Next”.

11.3 Adding Network Device - Virtual Sensor (Multiple Sensors)

-

Create Virtual Sensor Wizard

S

Select Host [mmos Mini (DEMO) (192.168.161.235) v]

Select Virtual Sensor Type

e

SMNMP Get

s
Custom
Seript

e

Multiple
S

e

Ping

A

Mext =

J

Cancel ]

i Multiple Sensors Iﬁ-‘
Multiple Sensors Configuration
Step: 1 of 1: Mame the virtual sensor and choose the sensors and status that will bind to it
Hostname or [P 192,168 161.235
Sensor name Temperature bolean
Polling interval 15 = Second(s)
Critical when @ All True () All False
Select Sensor(s) to Monitor Status
(12 - | [High Ciitical -]
[Tl '][H\ghWarniﬂg ']
[TZ V] [H\gh Critical V]
[TE v”H\ghWammg V]
[Nune V][None ']
[None '”None ']
[None '][None ']
[None '][None ']
<tack | [ mnsh | [ concel |

One of the option which
how can by used virtual
sensors is Boolean
function called “Multiple
Sensor”

This virtual sensor can present
several sensors and can be used
for notification.

For example, when all sensor
match to their specified status,
this virtual sensor will have
critical status.

Is possible to apply true or
false method.

This way can be detectors/sensors doubled to prevent notification action from faulty reading.
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12 Notifications

B Custom Script

E Dry Contact

£ E-Mail

= Fax

i FTP Photo and Information Upload
I MM

.t Relay

B Siren & Strobe Light
) Skype Call/SMS

& sMms

B SNMP Trap

W0 Sound

A% Speech

B Telephone Call

ﬂ Unlock Doar

@ Wake Up/Shutdown
AY Windows Alert

12.1 Custom Script

Close
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f Custom Script Wizard [é]‘
Custom Seript Configuration Macro Description button
Step: 1 of 2: Name the action and configure the script file, .
opens the Available Macros
ActionName  Custom Script that you can use as
Seript File v] [ —— l a.rguments for your Scrlpt
file.
Add New Script button lets
Execute Timeout 102 Seconds you add a list of batch files
Expect Code e and/or programs that you
want to execute on events.
The list will then appear as
your choices under the
Script File drop down list.
Help ] [ < Back ] [ Mext > ] l Cancel ]
r.AvaiIabIe Macros ﬁw
You can double click macre to copy it to your form,
[ Add New Script =5c=) Mattne
Add Your Cwn File S[ACCESS_CONTROL_USER] -
S[DAY]
Fle Name SIDESCRITION)
S[IP]
Add S[IP_SPEECH] e
S[MONTH]
Please note that only Batch files and Programs can be executed. é{EESVTL‘ALUE]
File Name Size (Bytes) Remove EE_IT—_Q_?_-D‘:]’E]
S[SYSCONTACT]
S[SYSLOCATION] -
Description:

Last User to Access a Door. Mote: This should be
used with an Access Reader Sensor to enable the

Macro.
Close
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Custom Script Wizard r;

Mumber of Times to Repeat l:l S
Repeat Intervals 2 Seconds

[ Help ][ < Back. “ Finish l[ Cancel

12.2 E-Mail

(" E-Mail Wizard [=x=)
E-Mail Configuration Q
Step: 1 of 5: Name the action and fill in the email of the sender and receivers
Gl « i Please choose a name for your e-
Milfrom  ramos.conteg@gmai.com mail Action. Descriptive Action
Malto  [tgef@conteger z names increase the simplicity of the
system.
) Complete the Mail To, From and CC
Mail CC . fields with correctly formatted e-

mail addresses. The “Mail to” and
“Mail from” fields are mandatory.
Multiple recipients may be entered

Mail BCC -~
by separating addresses by a
comma (,) of semicolon (;)
Hep | [ <Back | [ MNea» | [ cancel |
" E-Mail Wizard =)
E-Mail Message Q
Step: 2 of 5: Define the content of the message.

Subject  S[DESCRIPTION] is now S[VALUE], status is now S[STATUS

This is a preview of the message
S — - that will be sent to your recipient(s).
e CDIN] = nows STVALUEL stotus i now The sent message will include
AT details relevant to your sensor.
Click Customize to change the
format of this message. The items in
your message with a dollar sign and
square brackets e.g. S[IP] represent
the data to be imported into your
message at the time of sending.
i Please click the Macro Description

I Preview ] I Restore Default ] [ Macro Description ] bUtton for a fu” IiSt-
[ Hp | [ <Back | [ Net> |[ Cancel |
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Click Enable Picture to attach a
Picture with your message. Select to
attach either the Current Picture
from the Camera or the most recent
Picture Stored on the Picture Log.
Select which Cameras you would
like to use as the source of your
picture.

Enter your SMTP server IP address
and Port. If the mail access is
secured is necessary to enter valid
login name and password.

Enter the number of times to retry,
in case of undelivered mail will try
to send mail again so many times
how much you enter.

Retry interval is for period between
resend.

r A
E-Mail Wizard [
E-Mail Media Attachment
Step: 3 of 5t Select the media content you would like to attach to the mail.
[¥] Attach Media Content
Media List
Camera Name Host Name Picture Video
Camera AXIS M1054 Network Camera (192... Yes Mo
Camera List Media Type
Camera Ma.. Host Name [¥] Current Picture
[ video Clip
Add Remove
Video Clip Option
Befare Event : 3| Second ()
After Event: 3| Second (s)
Frame Rate : 30 | Frame/Sec
Help | [ <Back | [ Nea> | [ Concel |
r A
E-Mail Wizard (o]
E-Mail Server
Step: 4 of 5: Fill in the information about the mail server.
SMTP Server
SMTP Port 25 =
SMTP Authentication [] Authentication Enabled
SMTP Authentication Method | DEFAULT
SMTP Server Login Name
SMTP Server Password
Help | [ <Back | [ New> | [ conce |
=
E-Mail Wizard [
Retry Action
Step: 5 of 5: Set the number of retries and interval,
Number of Times to Retry 0=
Retry Intenvals 10 = Seconds
Help | [ <Back | [ Finish | [ Concel
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12.3 FAX

Step: 3 of 4 Modem Setting.

Fax Modem Port: | COM1 -
Device Name: Communications Port (COML)

Process Timeout : 180 = Seconds

.
Fax Wizard [
Fax Numbers
Step: 1 of 4 Mame the action and enter the phone number of the recipients.
Action Name Fax
Phone Number +42056553395§| Add
Phone Number List e
Help | [ <Back | [ Net» | [ Conel |
A
Fax Wizard (o]
Fax Message
Step: 2 of 4: Define the content of the message.
Header  Canteg spol. < ro. A
Support Email: support@conteg.com |
Support Phone: +420 261 219182
Message S[DESCRIPTIOM] is now $[VALUE], status is now -
S[STATUS)
Preview I [ Restore Default ] [ Macro Description I
[ Hep | [ <Back | [ Nex> || Concel
A
<
Fax Wizard =5
Fax Settings

Hep | [ <Back | [ New» ||

Cancel
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Please choose a name for your Fax

action. Descriptive Action names
increase the simplicity of the
system.

Enter your Destination Phone
Number and Click Add Phone
Number. You may include multiple
Phone Numbers.

This is a preview of the message
that will be sent to your recipient(s).
The sent message will include the
details relevant to your sensor.

Click Customize to change the
format of this message. The items in
your message with the dollar sign
and square brackets e.g. S[IP]
represent the data to be imported
into your message at the time of
sending. Please click the Macro
Description button for a full list.

Select the connection method
between your Fax Modem and
computer/server.

Enter a Device Name and the
Timeout for the process.

WwWw.conteg.com



12.4 FTP Photo and Information Upload

FTP Photo and Information Upload Wizard [~
FTP Configuration "
Step: 1 of 4: Name the action and select the media content you wish to upload. —
Action Name: FTP Photo and Informaticn Upload
Media List
Camera Mame Host Mame Picture Video
Camera A5 M1054 Network Camera (192.., Yes No
Camera List Media Type
Camera Name Host Name [ Current Picture
[ Video Clip
Add Remove
Video Clip Option
Before Event : 3 Second (s)
After Event : 3| Second (5)
Frame Rate : 305 Framef/Sec
Help | [ <Back | [ Net» | [ Concel |
.
FTP Photo and Information Upload Wizard [
FTP Attached Message 4
Step: 2 of 4: Define the content of the attached message. ===
Message  S[DESCRIPTION] is now S[VALUE], status is now -
S[STATUS]
[ Preview | [ Restore Default | [ Macro Description |
[ hep | [ <Back | [ Near ][ coned |
>
FTP Photo and Information Upload Wizard =]
FTP Server Information 4
Step: 3 of 4: Enter the information of the FTP server. —
FTP Server
Destination Path
FTP Server Login Name
FTP Server Password
FTP Transfer Mode () Active @) Passive
Timeout 90 2] Seconds
Enable FTP Log &
Hep | [ <Back | [ nNea> | [ coneal
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Please choose a name for your FTP
Photo and Information Upload
action. Descriptive Action names
increase the simplicity of the
system.

Select which Cameras you would
like to use as the source of your
picture.

Select the Media Type. Choose
between pictures or video clips or
both. You can set options for your
Video Clip.

Click Add to add the configuration
to the Media List.

Click Next to continue.

Customize you message.

Enter your FTP server, Destination
Path and Authentication
information such as the ftp login
username and password.
You can choose between the Active
or Passive Transfer Mode.

WWW.conteg.com



FTP Photo and Information Upload Wizard £
FTP Upload Settings 4
Step: 4 of 4: Select the upload option.
Upload Optien @ Single () Continuous
Single Upload
Upload Attempt 0 = Times
Upload Attempt Interval 10 ) Seconds
Continuous Upload
Action enabled, uplead every 30 |- Seconds
After action disabled, upload 0| Times
After action disabled, upload every | 20 || Seconds
Hep | [ <Back | [ Fnsh | [ coneal
12.5 MMS
~
MMS Wizard =)
MMS Phone Numbers w .
Step: 1 of T: Mame the action and enter the phone number of the recipients. i
Action Name MMS
Phone Number 724740147 Add
Phone Number List —
Hep | [ <Back | [ Net> | [ canca |
MMS Wizard =
MMS Message W L g
Step: 2 of 7: Define the content of the message.

Subject S[DESCRIPTION] is now S[VALUE], status is now S[STATUS

Body  From: S[SYSNAME](S[IP]) -
Time: S[TIME]
S[DESCRIPTION] is now S[VALUE], status is now
S[STATUS]
[ Preview | [ Restore Default | | Macro Description |
[ Aep | [ <Back | [ New» |[ concel |
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For Single upload option, define the
Maximum number of Times and
interval between attempts that a
photo is uploaded to your FTP
server.

For Continuous upload option,
define the upload settings when
Action is enabled or disabled.

Enter a name for your MMS action.
Descriptive Action names increase
the simplicity of the system.

Enter your destination Phone
Number and Click Add Phone
Number. You may include multiple
Phone Numbers.

This is a preview of the message
that will be sent to vyour
recipient(s).The sent message will
include the details relevant to your
sensor.

Click Customize to change the
format of this message. The items in
your message with a dollar sign and
parentheses e.g. S[IP] represent the
data to be imported into your
message at the time of sending.
Please click the Macro Description
button for a full list.
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.
MMS Wizard =

MMS Media Attachment n" .
Step: 3 of 7: Select the media content you would like to attach to the mail. i

[7] Attach Media Content

Media List
Camera Mame Host Mame Picture Video
Camera List Media Type

Camera Ma... Host Name [¥] Current Picture

Camera AXIS MI1054 Network ... Do

Video Clip

Add Remove
Video Clip Option

BeforeEvent: | 3|~ Second (3)
AfterEvent: | 3 | Second (s)
FrameRate: | 30| =] Frame/Sec
Hep | [ <Back | [ wNe= | [ cance |

.
MMS Wizard =

MMS Server n" .
Step: 4 of 7: Fill in the server information. i

Access Point Name

IS Server URL

Hep | [ <Back | [ nNe= | [ cance |

MMS WAP w™ 5
Step: 5 of 7: Enter the WAP setting.

‘WAP Gateway IP Address

'WAP Gateway Authentication [~|Enabled
WAP Gateway Login Name

'WAP Gateway Password

Security Mode () Secure @) Non-Secure

Hep | [ <Back | [ Nea» || Concel

MMS Wizard =)
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Click Attach Media Content to
attach a picture or video clip with
your message. Select to attach
either the Current Picture from the
camera or a Clip Video. Select which
cameras in the Camera List that you
would like to use as the source of
your picture or video clip. Click the
Add button to Add media content in
the Media List.

Click Next to continue.

Enter the Access Point Name and
MMS Server URL for your MMS
provider. These will be provided by
your MMS service provider.

Click Next to continue.

Enter your WAP gateway IP address,
Authentication settings and Security
Mode. These will be provided by
your MMS service provider.

Click Next to continue.
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MMS Wizard

MMS Mobile Settings
Step: 6 of 7: Enter the mobile phone device setting.

Mobile Phone Port :

Seconds.

Device Name: Communications Port (COML1)
Port Speed :

Initialization String :

Timeout : 120 =

All rights reserved, CONTEG © 2014

dep | [ <gack | [ met» | [ concel |
MMS Wizard ==
Retry Action n" .
Step: 7 of 7: Set the number of retries and interval. i
Mumber of Times to Retry 0=
Retry Intervals 10 = seconds
dep | [ <gack | [ Ensh | [ Concel

Select the connection method
between your phone and computer.
Choosing a port will display the
corresponding Device Name
connected to that port.

If you do not know your Port Speed,
Timeout and Initialization String
leave them as Auto and Blank
respectively.

Click Next to continue.

Enter the number of times to retry,
in case of undelivered MMS will try
to send MMS again so many times
how much you enter.

Retry interval is for period between
resend.
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12.6 Relay
Relay Action Wizard @1

Relay Configuration

Step: 1 of 2: Name the action and configure the relay action.

Action Mame Relay Action

Host [RAMOS Uitra (TEST) (192.168.161.100) |

Expansion Board | Main Module -]

Relay Port [Relay Port&.L -

Relay Action  [Turn on -

Cycle Time 5|1 Seconds

Hep | [ <Back | [ mNea> ][ canca |

Relay Action Wizard [

Retry Action
Step: 2 of 2: Set the number of retries and interval.

Nurber of Times to Retry =

Retry Intervals 10 2] Seconds

[ Hep | [ <Back || Fnsh || Cancel

12.7 Siren & Strobe Light
Siren & Strobe Light Wizard @1

Siren & Strobe Light Configuration

Step: 1 of 2: Name the action and configure the siren alarm/strobe light.

Enable Action Mo Status

Action Name Siren & Strobe Light

Host [RAMOS Uitra (192168161.237) -]
Epansion Board [ Main Module -
Siren & Strobe Light [ Siren Port 2 -

[Until Acknowledged -

Delay Before Turn on 0 = Seconds

Turn off After 5 Seconds

Hep | [ <Back | [ Net> | [ cancel
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Please choose a name for your Relay
Action. Descriptive Action names
increase the simplicity of the
system.

Select the Host and Relay Port your
relay is connected to and whether
your Relay Action should Turn the
relay On or Off.

Set Cycle Time if Relay Action is a
Cycle on-off-on or Cycle off-on-off.
Click Next to continue.

Define the number of times the
action is repeated and interval
between repetitions.

Please select Cancel to leave the
edit mode and go back to the menu
without saving.

Press Finish to Save your Action.

Please choose a name for your Siren
and Strobe Light Action. Descriptive
Action names increase the simplicity
of the system.

Select the Port your Siren and
Strobe light is connected to and the
length of time the light is on. You
may choose Until Acknowledged or
a Defined Time.

If you select a Defined time also
enter the Delay before Turn On and
the Length of Time the light is on.
Click Next to continue.
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r 5
Relay Action Wizard @

Retry Action
Step: 2 of 2: Set the number of retries and interval.

Number of Times to Retry =

Retry Intervals 10 2] Seconds

[ Hep | [ <Back || Fmsh | [ cancel

12.8 Skype Call / SMS

Skype Call/SMS Wizard [
Skype Configuration @
Step: 1 of 4: Name the action and fill in the server detail. <
Action Name Skype Call/SM5
Skype Host Address
Skype 9200 =/ Default 9200
Hep | [ <Back | [ Nee» || coned |
Skype Call/SMS Wizard ==
Skype Settings @
Step: 2 of 4: Name the action and fill in the server detail. <
Skype ID or Phone Number
NOTE: Use international telephone number format.
Action [[] SMS Message
[¥] Text-to-Speech Call
Speech Speed - i .
Slow Mermal Fast
Hlp | [ <Bak | [ MNet> | [ Concel
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Define the number of times the
action is repeated and interval
between repetitions.

Please select Cancel to leave the
edit mode and go back to the menu
without saving.

Press Finish to Save your Action.

Enter Server IP address or URL and
Port of Windows system that
Windows Notification is running on.

Enter Skype user ID or Telephone
number that you want to notify.
Then select type of action. Skype to
Skype is free. Skype to Phone has
been charged and you need Skype
credit in your Skype Account
Remark: You need to run Windows
Notification and log in to Skype
using Skype client.

Remark: Use international
telephone number format (e.g. +12
345 678 9012)
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Skype Call/SMS Wizard

Skype Message @
Step: 3 of 4: Define the content of the message. <
From  S[P)
Message S[DESCRIPTION] is now S[VALUE], status is now -
S[STATUS]
[ Preview | [ Restore Default | | Macro Description |
[ help | [ <Back | [ MNewr || coned |
Skype Call/SMS Wizard [
Retry Action @
Step: & of 4 Set the number of retries and interval. <
Number of Times to Retry (=
Retry Intervals 10 = Seconds
Hep | [ <Bak | [ Fnsh | [ Cancel
12.9 SMS
SMS Wizard ==
SMS Phone Numbers 5 Mg
Step: 1 of 4 Name the action and enter the phone number of the recipients.
Action Name sMs
Phone Number
Phone Number List C—
Hep | [ <Back | [ mNea> | [ Cance
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This is a preview of the message
that will be sent to vyour
recipient(s).The sent message will
include the details relevant to your
sensor.

Click Customize to change the
format of this message. The items in
your message with a dollar sign and
square brackets e.g. $[IP] represent
the data to be imported into your
message at the time of sending.
Please click the Macro Description
button for a full list.

Define the number of times the
action is repeated and interval
between repetitions.

Please select Cancel to leave the
edit mode and go back to the menu
without saving.

Press Finish to Save your Action.

Please choose a name for your SMS

action. Descriptive Action names
increase the simplicity of the
system.

Enter your Destination Phone
Number and Click Add Phone
Number. You may include multiple
Phone Numbers.
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SMS Wizard == L .
SMS Messoge This is a preview of the message

Stepi 2of & Define the content of the message. e that will be sent to vyour
- recipient(s).The sent message will
ol DESCRIPTION] i o SVALUEL stotus moow . [B include the details relevant to your
ST sensor.
Click Customize to change the
format of this message. The items in
your message with a dollar sign and
square brackets e.g. S[IP] represent
the data to be imported into your
message at the time of sending.
Please click the Macro Description
[ Hop | [ <Back | [ MNetr J[ Concd | button for a full list.

[ Preview | [ Restore Defaut | | Macro Description |

SMS Wizard ==
SMS Mobile Settings

Stepi 3 of : Enter the moile phone device seting. sz Select the connection method
et Phon P between your phone and computer.
Device Name:  Communications Port (COMI) Choosing a port will display the
Port Specd: corresponding Device Name
Indaization Sting connected to that port.

Timeott: 120 5] Seconds. If you do not know your Port Speed,
Timeout and Initialization String
leave them as Auto and Blank
respectively.

Click Next to continue.

Hep | [ <Back | [ Nea> || canca |

SMS Wizard =)

Retry Action

Step: 4 of 4: Set the number of retries and interval, HE

Number of Times te Retry 0

Define the number of times the
action is repeated and interval
between repetitions.

Please select Cancel to leave the
edit mode and go back to the menu
without saving.

Press Finish to Save your Action.

A [

Retry Intervals 10 Seconds

Help | [ <Bak | [ Fnish | [ Concel
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12.10SNMP Trap

SNMP Trap Wizard =)
SNMP Configuration
Step: 1 of 3: Name the action and enter the trap information.
Action Name SMNMP Trap
Trap Version @vl ©wv2c O3
Destination Address
Community
Add l I Remove
Added Destinations | 44 . Community
Hlp | [ <Back | [ Net> || Concel |
\
“
SNMP Trap Wizard [
SNMP Type
Step: 2 of 3: Select the trap type and VarBind.
SNMPTrap Type [CustomTypeTrap; -
VarBind Sensor Status Sensor Status Mame
Sensor Value Board ID
Sensor Level Exceeded Board Description
Sensor Index Event Time Stamp
[¥] Sensor Name [#] Event Class Number 0
Sensor Description Event Class Name INFORMATIOMAL
[¥] Sensor Type [¥] Sensor Decimal Value
Sensor Sub Index
Hlp | [ <Back | [ Newr | [ cancel |
L
<
SNMP Trap Wizard ===
Retry Action
Step: 3 of 3: Set the number of retries and interval.
MNumber of Times to Retry 0=
Retry Intervals 10 = Seconds
Hlp | | <Back | [ Finish | [ concel
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Please choose a name for your
SNMP Trap Action. Descriptive
Action names increase the simplicity
of the system.

Enter your Destination Trap Address
and Community and Click Add Trap
Destination. You may include
multiple Traps.

Select an SNMP Trap Type. If
CustomTypeTraps is selected, select
the following variables to be bound
in the trap.

Please select Cancel to leave the
edit mode and go back to the menu
without saving.

Click Next to continue.

Define the number of times the
action is repeated and interval
between repetitions.

Please select Cancel to leave the
edit mode and go back to the menu
without saving.

Press Finish to Save your Action.
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12.11Sound

Sound Action Wizard

Sound Configuration

Step: 1 of 2: Name the action and configure the sound file.

Action MName

Sound File

Play Time

Speaker Volume

Sound Actien

Add New Sound

10 = Seconds

9

A The sound will play on the server machine.

Cancel

)

Please choose a name for your Alarm
Sound Action. Descriptive Action names
increase the simplicity of the system.
Select the sound file to use from the drop
down box. You may select one of the
predefined sounds or upload your own
sound. Add your own sound by clicking
the Add Your Own Sound button, locating
the file on your computer and clicking
Add Sound File. This will add your sound
to the drop down box.

Pressing the Play button, should hear the
selected sound file played on your
computer.

F

Add New Sound

Add Your Own File

File Mame

Please note that only PC

Browse

M wave file format supported.

File Mame

Siren A.wav

Siren B.wav

Siren Cowav

Siren Dowav
Telephone Ring Awav
Telephone Ring B.wav

~

Remaove

Size (Bytes)
29128
50110
18144
27402
36282
25118

m

Close

You may also define the length of time
and volume of the played sound.

Please choose a name for your
Alarm Sound Action. Descriptive
Action names increase the simplicity
of the system.

Select the sound file to use from the
drop down box. You may select one

of the predefined

Sound Action Wizard

Retry Action

Step: 2 of 2: Set the number of retries and interval.

Mumber of Times to Retry

Retry Intervals . Seconds

Define the number of times the
action is repeated and interval
between repetitions.

Please select Cancel to leave the
edit mode and go back to the menu
without saving.

Press Finish to Save your Action.

Cancel

J

< Back

J

Finish

J

Help
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12.12Speech

Speech Action Wizard [
Speech Configuration
Step: 1 of 2: Name the action and configure the voice and speech.
ActionName  Speech Action
Speaker Volume o 60
Speech Speed 7 0
Slow Normal Fast
Message S[DESCRIPTION] on port S[PORT] is now S[STATUS]
Preview | [ Restore Default | | Macro Description
A The speech will play on the server machine
[ hep [ <mack | [ new» ][ conce |

Please choose a name for your
Alarm Sound Action. Descriptive
Action names increase the simplicity
of the system.

Select the volume, speed and pitch
at which the Text to Speech module
will read the message.

Click Next to continue.

The Message is a preview of what will be said by the Text to Speech module. The sent message will

include the details relevant to your sensor.

Click Customize to change the format of this message. The items in your message with a dollar sign
and parentheses e.g. S[IP] represent the data to be imported into your message at the time of
sending. Please click the Macro Description button for a full list. Click Next to continue.

Speech Action Wizard oo

Retry Action
Step: 2 of 2: Set the number of retries and interval.

Number of Times to Retry 0

¥ [4]¥]

Retry Intervals 10 Seconds

Hip | [ <Back | [ Finish | [ Cancel
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Define the number of times the
action is repeated and interval
between repetitions.

Please select Cancel to leave the
edit mode and go back to the menu
without saving.

Press Finish to Save your Action.
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12.13Telephone Call

Telephone Call Wizard [
Telephone Numbers G
Step: 1 of 4: Name the action and enter the phone number of the recipients. [
Actioen Name Telephone Call
Phone Number
Phone Number List —
Hep | [ <Back | [ mMew> | [ cancel |
Telephone Call Wizard ==
Sound Configuration G
Step: 2 of 4: Configure the voice output. [
Speaker Volume 9 60
Call Type © Text-to-Speech ) WAV File
Text-to-Speech Options
Speech Speed 9 0
Slow Normal Fast
Message S[DESCRIPTION] on port S[PORT] is now -
S[STATUS)
[ Preview | [ RestoreDefouit | [ Maco |
[ Hep | [ <Back | [ Nea> ][ Cancel |

Please choose a name for your
Telephone Call action. Descriptive
Action names increase the simplicity
of the system.

Enter your Destination Phone
Number and Click Add Phone
Number. You may include multiple
Phone Numbers.

Select the volume for your phone call.
You may select to either use the Text to
Speech module for your call or a Wav file.
If you choose to use the Text to Speech
module you can configure your Text-to-
Speech Options by selecting the Speech
Speed and the Speech Pitch.

A preview of the message that will be
read is displayed in the Message box. The
sent message will include the details
relevant to your sensor.

Click Customize to change the format of this message. The items in your message with a
dollar sign and square brackets e.g. S[IP] represent the data to be imported into your
message at the time of sending. Please click the Macro Description button for a full list.

If you chose to use a Wav file for your call you can choose a file from the drop down list or
add your own. Add your own sound by clicking the Add Your Own Sound button, locating the
file on your computer and clicking Add Sound File. This will add your sound to the drop down

box.

Telephane Call Wizard [

Voice Modem )
Step: 3 of 4: Configure the modem. ﬁ

Voice Modem Port :

Communications Port (COM1)

ATD command @ ATD ATD;

Device Name:
Voice Modem Port Speed :

Voice Modem Chipset :

Voice Modem Initialize String //Select voice mode -
AT+FCLASS=8 r|
//Initialize all voice parameters to

default value

AT Command After Answered Call |//Sclcct microphone gain = 150 B

AT+VGM=150

Hlp | [ <Back | [ New»> | [ Concel
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Select the connection method between
your Voice Modem and computer by
selecting a Voice Modem Port. The
Device Name field will verify what device
is connected to the selected port.

Select your Voice Modem Port Speed in
the drop down list. If you do not know
your Port Speed, leave this as Auto.

Select your Voice Modem Chipset on the
drop down list.

Click Next to continue.

WwWw.conteg.com



Telephone Call Wizard

Retry Action G
Step: 4 of 4: Set the number of retries and interval, [
Number of Times to Retry 0=
Retry Intervals 10 = Seconds
[ hep | [ <Back | [ Fnsh | [ Cancel
12.14Wake Up/Shutdown
Wake Up/Shutdown Wizard =)

Wake Up/Shutdown Configuration
Step: 1 of 3: Name the action, select the action and the platform.

mwu Action Mame  Wake Up/Shutdown
L, "
N i

%

L +

©)

Hep | [ <Back | [ Nee> ||

Concel |

‘Wake Up/Shutdown Wizard

=)

Server Settings
Step: 2 of 3: Add the the server you wish to shut down.

@

'.'- W' Remote Server IP
; f
"
w\h ez
¥,
e
“
Sl Server Login
Shutdown Options [] Reboot After Shutdown
[¥] Force Shutdown Applications
L & Seconds

Timeout Before Shutdown =

[ ) [ ema ] ] |

Cancel

Define the number of times the action is
repeated and interval between
repetitions.

Please select Cancel to leave the edit
mode and go back to the menu without
saving.

Press Finish to Save your Action.

Please choose a name for your Wake Up /
Shutdown Action. Descriptive Action
names increase the simplicity of the
system.

Choose the action type, shutdown or
wakeup.

If you choose shutdown action you also
have to select the operating system on
the host you want to shutdown Action.

Enter the Login details for the remote
server such as the Remote Server IP or
host name, Login username and
password.

Add server by clicking the Add Server
button. You can add multiple servers if

you need to shutdown or wakeup
multiple servers simultaneously.
Select Shutdown Options and the

Timeout before Shutdown.
Click Next to continue.

On last step select if you would like a Shutdown message to be appended to the server log.
This is a preview of the message that will be sent to the server log. The sent message will include the

details relevant to your sensor.

Click Customize to change the format of this message. The items in your message with a dollar sign
and square brackets e.g. S[IP] represent the data to be imported into your message at the time of
sending. Please click the Macro Description button for a full list.
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12.15Windows Alert

- .
Windows Alert Wizard ==
Windows Alert Configuration
Step: 1 of 3: Setup the alert type and the destination of the alert,
Action Name Windows Alert

Windows Host Address

indons 200 5 Def 200 Enter Server IP address or URL and Port
Windowsglertvee.  |sugsiiiet of Windows system that Windows

Sound Aleit . pe . . .
Notification is running on.

E.g. “10.1.5.85”

[ hep | [ sBack | [ Near | [ concel |

I Windows Notification must be installed and running. See below!

i Windows Notification

Eind address | J

Fort | Default: 9200
Status: Running

v Run windows Motification when Windows starts,

View Log | | Exit |

rWinduws Alert Wizard ﬂ
Vindovws Alert Configuration a This is a preview of the message that will
e oo e be sent to your recipient(s).The sent
From  SIP) message will include the details relevant
e to your sensor.
Click Customize to change the format of
this message. The items in your message
with a dollar sign and square brackets e.g.
S[IP] represent the data to be imported
into your message at the time of sending.
Please click the Macro Description button
for a full list.
e ) s | [ ] [Lcmea ] Click Next to continue.

[ Preview | [ Restore Defoult | | Macro Description |

Windows Alert Wizard ==

Windows Alert Configuration
Step: 3 of 3: Set the number of retries and interval.

Mumber of Times to Retry 0

Define the number of times the action is
repeated and interval between
repetitions.

Please select Cancel to leave the edit
mode and go back to the menu without
saving.

Press Finish to Save your Action.

¥ [

Retry Intervals 10 Seconds

Hep | [ <Back | [ Fnsh | [ Cancel
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